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FL SWITCH GHS

Please observe the following notes

In order to ensure the safe use of the product described, you have to read and understand
this manual. The following notes provide information on how to use this user manual.

User group of this manual

The use of products described in this manual is oriented exclusively to qualified electricians
or persons instructed by them, who are familiar with applicable national standards and other
regulations regarding electrical engineering and, in particular, the relevant safety concepts.

Phoenix Contact accepts no liability for erroneous handling or damage to products from
Phoenix Contact or third-party products resulting from disregard of information contained in
this user manual.

Explanation of symbols used and signal words

hazards. Obey all safety measures that follow this symbol to avoid possible

2 This is the safety alert symbol. Itis used to alert you to potential personal injury
injury or death.

DANGER

This indicates a hazardous situation which, if not avoided, will result in death or serious
injury.

WARNING

This indicates a hazardous situation which, if not avoided, could result in death or serious
injury.

CAUTION

This indicates a hazardous situation which, if not avoided, could result in minor or
moderate injury.

The following types of messages provide information about possible property damage and
general information concerning proper operation and ease-of-use.

NOTE

This symbol and the accompanying text alert the reader to a situation which may cause
damage or malfunction to the device, hardware or software, or surrounding property.

This symbol and the accompanying text provide the reader with additional information,
such as tips and advice on the efficient use of hardware and on software optimization. It
is also used as a reference to other sources of information (manuals, data sheets) on the
subject matter, product, etc.
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General terms and conditions of use for technical documentation

Phoenix Contact reserves the right to alter, correct, and/or improve the technical
documentation and the products described in the technical documentation at its own
discretion and without giving prior notice, insofar as this is reasonable for the user. The
same applies to any technical changes that serve the purpose of technical progress.

The receipt of technical documentation (in particular data sheets, installation instructions,
manuals, etc.) does not constitute any further duty on the part of Phoenix Contact to furnish
information on alterations to products and/or technical documentation. Any other
agreement shall only apply if expressly confirmed in writing by Phoenix Contact. Please
note that the supplied documentation is product-specific documentation only and that you
are responsible for checking the suitability and intended use of the products in your specific
application, in particular with regard to observing the applicable standards and regulations.
Although Phoenix Contact makes every effort to ensure that the information content is
accurate, up-to-date, and state-of-the-art, technical inaccuracies and/or printing errors in
the information cannot be ruled out. Phoenix Contact does not offer any guarantees as to
the reliability, accuracy or completeness of the information. All information made available
in the technical data is supplied without any accompanying guarantee, whether expressly
mentioned, implied or tacitly assumed. This information does not include any guarantees
regarding quality, does not describe any fair marketable quality, and does not make any
claims as to quality guarantees or guarantees regarding the suitability for a special purpose.

Phoenix Contact accepts no liability or responsibility for errors or omissions in the content
of the technical documentation (in particular data sheets, installation instructions, manuals,
etc.).

The aforementioned limitations of liability and exemptions from liability do not apply, in so
far as liability must be assumed, e.g., according to product liability law, in cases of
premeditation, gross negligence, on account of loss of life, physical injury or damage to
health or on account of the violation of important contractual obligations. Claims for
damages for the violation of important contractual obligations are, however, limited to
contract-typical, predictable damages, provided there is no premeditation or gross
negligence, or that liability is assumed on account of loss of life, physical injury or damage
to health. This ruling does not imply a change in the burden of proof to the detriment of the
user.
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FL SWITCH GHS

Statement of legal authority

This manual, including all illustrations contained herein, is copyright protected. Use of this
manual by any third party is forbidden. Reproduction, translation, and public disclosure, as
well as electronic and photographic archiving and modification require written consent

by Phoenix Contact. Violators are liable for damages.

Phoenix Contact reserves all rights in the case of patent award or listing of a registered
design. Third-party products are always named without reference to patent rights. The
existence of such rights shall not be excluded.

How to contact us

Internet Up-to-date information on Phoenix Contact products and our Terms and Conditions can be
found on the Internet at:

www.phoenixcontact.com

Make sure you always use the latest documentation.
It can be downloaded at:

www.phoenixcontact.net/download

Subsidiaries If there are any problems that cannot be solved using the documentation, please contact
your Phoenix Contact subsidiary.

Subsidiary contact information is available at www.phoenixcontact.com.

Published by
PHOENIX CONTACT GmbH & Co. KG
Flachsmarktstralle 8
32825 Blomberg
DEUTSCHLAND
Telefon +49 - (0) 52 35 - 3-00
Telefax +49 - (0)5235-3-41200
Should you have any suggestions or recommendations for improvement of the contents and
layout of our manuals, please send your comments to:
hoenixcon .com
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Gigabit Modular Switches

1 Gigabit Modular Switches

Unless otherwise expressly stated, all information provided in this user manual always
applies to both the FL SWITCH GHS 12G/8 and the FL SWITCH GHS 4G/12.

o

1.1 Properties

The Gigabit Modular Switch is a high-performance managed switch, which covers the port
requirements of industrial applications in a modular and flexible way. It also supports all
popular Gigabit and Fast Ethernet transmission standards, IT standard protocols, and the
PROFINET and Ethernet/IP automation protocols.

The main elements are the two alternative head stations, FL SWITCH GHS 12G/8 and
FL SWITCH 4G/12, and the FL FXT extension module.

The switches connect the IT backbone to the automation cells that are to be networked in
the production environment via their Gigabit ports.

For cost-effective networking, the head stations already have twelve or four integrated
Gigabit ports and support modular extension to up to 28 or 24 ports.

FL SWITCH GHS 12G/8

On the FL SWITCH GHS 12G/8, the twelve Gigabit ports are divided into four Gigabit fiber
optic interfaces with SFP modules and eight twisted pair Gigabit ports. In addition, a further
eight 100 Mbps ports can be connected using FL IF... interface modules. An FL FXT
extension module can be used to create a configuration with up to 28 ports.

FL SWITCH GHS 4G/12

The FL SWITCH GHS 4G/12 has four integrated Gigabit ports, which can either be used as
fiber optic interfaces with SFP modules or as twisted pair ports (combo ports). In addition,
there are a further four integrated Fast Ethernet twisted pair ports. A further eight 100 Mbps
ports can also be connected on this device using FL IF... interface modules. An FL FXT
extension module can be used to create a configuration with up to 24 ports.

4 FO SFP
Gigabit ports

ports Gigabit ports Ethernet ports

8 TX Gigabit I 4 FO SFP or TX 4 TX Fast

Figure 1-1 Assignment of the Gigabit ports (left: GHS 12G/8, right: GHS 4G/12)
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Assignment of the Gigabit ports on the FL SWITCH GHS 4G/12
Gigabit port A: SFP slot X1 or RJ45 port X5
Gigabit port B: SFP slot X2 or RJ45 port X6
Gigabit port C: SFP slot X3 or RJ45 port X7
Gigabit port D: SFP slot X4 or RJ45 port X8

When an RJ45 port is automatically disabled by an SFP module, the Link LED on the
RJ45 port lights up orange.

e

Figure 1-2 Gigabit Modular Switch including extension module and interface modules

1.2 New performance class for future-proof networks

Maximum flexibility - — Flexible connection for IT and automation networks
connection of various — Gigabit for the backbone connection in all popular fiberglass standards and twisted pair

interfaces - TX, various FX standards, and media polymer fiber, POF SCRJ or HCS fiber that can
be assembled in the field can be connected for automation cells

— Power over Ethernet (PoE) enables the integration of easy-to-install termination
devices such as cameras, access points or scanners

Maximum performance The new performance class for industrial networks offers:
and port trunking - Upto 12 integrated Gigabit ports for high-performance use in the backbone
—  Support of redundant Gigabit backbones

— Link aggregation according to IEEE 802.3ad/port trunking can be used as an option to
further increase the available bandwidth by bundling two to eight cables to create a
single logical connection.
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Security according to — Authentication server (RADIUS): Limited network access for external users
IEEE 802.1X - Security in the automation network and protection against sabotage in the network

—  Security is controlled centrally instead of being based on MAC addresses and is easier
to configure

Display/operator interface - Important parameters can be read and configured quickly and easily without external
for easy diagnostics tools
— Smartoperating modes such as PROFINET or Ethernet/IP can be set during the startup
phase

— Considerable time savings for servicing

— The IP address, operating modes, link status, etc. can be called and easily read on the
display by means of four soft keys

Command line interface — Fast configuration using the favored command language of IT specialists as an
alternative to proven management interfaces such as SNMP and PROFINET

—  Offline configuration possible

Slim design width —  With a design width of 285 mm, this is the most compact modular system for DIN rails
of its class

— Cost-effective control cabinet integration

Integrated control cabinet -  Control cabinet monitoring by means of integrated, digital inputs; reduces the number

monitoring of components required

Port-specific storm — Reliable network availability in the event of an error (e.g., broadcast storms)

control - Elimination of sources of interference; broadcast, multicast, and unicast bandwidth
limits

— Port-specific thresholds can be configured (and can therefore be used selectively)

Easy backup —  Firmware download during runtime operation without shutting down the network
— Easy to switch between two firmware images without the need for time-consuming
reinstallation
— Backup image in addition to the current runtime image ensures network availability

Easy assembly — Flexibility and cost savings thanks to connection media that can be assembled in the
field, such as POF, SCRJ, and Gl HCS for distances up to 2000 m (with GI HCS)

PROFINET — The switches can be operated in PC WorX and Step 7 environments as conformance
class B PROFINET IO devices. Connections to PLC systems can be easily
implemented for diagnostic and communication applications.

Ethernet/IP — Inthe Ethernet/IP environment the switches support the IGMP snooping function and
multicast filtering.

Smart mode — For easy configuration, the switches feature Smart mode in which it is possible to
change the operating state without additional tools or user interfaces such as CLI, web-
based management or SNMP.
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Routing Support of numerous routing methods; the additional FL SD Flash/L3/MRM
license (Order No. 2700607) is required to activate them.

PROFlenergy Support of the PROFlenergy function.

Additional product properties

— Alternative redundancy mechanisms
- Rapid Spanning Tree Protocol (RSTP)
- Optional fast ring detection (FRD) (now also available for 1000 Mbps)
- Optional large tree support

— Media Redundancy Protocol (MRP) function

— Ethernet IP, support of IGMP snooping

— 256 multicast groups

— 2 alarm contacts

— Backwards compatibility with existing IF modules
—  Configuration can be saved on SD Flash cards

- SNMPwv1,v2,v3

— User and access management
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1.21 GHS device view

1.2.1.1 Elements of the head station

80160001

Figure 1-3 Elements of the head station

Table 1-1 Elements of the head station

Function

pd
)

SD card for saving the GHS configuration

MAC address in plain text and as a barcode
Labeling field for the GHS ports
Display for GHS configuration and diagnostics

Pushbuttons for operating the display

Status indicator for the supply voltage and Fail LED

Status indicators for the ports of the interface modules

Mounting screws for the extension module

Ol N[O | B~ W|N|PF

Outgoing interface for the extension module

Slots for interface modules

[EnY
o
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FL SWITCH GHS

Table 1-1 Elements of the head station

No. | Function

11 Ethernet ports of the head station in RJ45 format

12 Fixing clips for snapping onto the DIN rail
13 SFP slots of the head station

14 RS-232 interface in Mini-DIN format for configuration

15 Connection for digital sensors and alarm contacts

16 Supply voltage connection for the device and sensor supply

17 Status indicators for the sensors and sensor supply

18 Diagram of port numbering

19 Status indicators for the ports of the Ethernet ports

1.2.2 Dimensions of the Gigabit Modular Switch

413,5

286.,5 105

;:

LO)|
f Ln
N 1 }-1a
B R T D — i
o —
0 51 ow0 us2 owolw owor o oo va m w @ me x va | \ § g '9
. 2
@ 5 g
T T =y ® N
Figure 1-4 GHS housing dimensions in millimeters
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1.2.3 View of the interface modules (example)
Guide bars

Positive latches

Connection for head

station/extension module .
Marking groove

for ZBF... zack

marker strip
I Mounting
- \ I screws
Ethernet ports, connection
on the front Ethernet ports, connection
on the bottom 68741002

Figure 1-5 View of the interface modules (example)

— Connection for extension module/head station
This connector is used to connect the interface module and the extension module or the
head station.

— Guide bars
These bars aid installation and hold the interface modules securely in place.

— Positive latches
These latches must be pressed in order to remove the interface module (previous
versions used mounting screws).

— Ethernet ports
These are the ports for the various interfaces and connection directions.

— Marking groove for ZBF ... zack marker strip

— Mounting screws to lock the interface modules in place.
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2 Mounting and installation

2.1 Mounting and removal

NOTE: Always switch off the supply voltage when mounting/removing the head station
and extension modules.

Mount the head station on a clean DIN rail according to DIN EN 50 022 (e.g., NS 35 ... from
Phoenix Contact). To avoid contact resistance only use clean, corrosion-free DIN rails. To
avoid impermissible loads on the switch in the event of high mechanical strain (strong
vibrations or shocks), the DIN rail used should be secured tightly to prevent it turning. In the
event of high loads when using "NS 35..." rails, the rails should be screwed/secured every
75 mm.

Before mounting the modules, mount an end clamp (E/AL-NS 35, Order No. 1201662) on
the left-hand side next to the head station to stop the modules from slipping on the DIN rail.
Once completely installed, mount an end clamp on the right-hand side of the station.

Mounting:

1. Place the module onto the DIN rail from above (A). The upper holding keyway must be
hooked onto the top edge of the DIN rail. Push the module from the front towards the
mounting surface (B).

Figure 2-1 Snapping the head station onto the DIN rail

2. Once the module has been snapped on properly, check that it is fixed securely on the
DIN rail. Check whether the positive latches are facing upwards, i.e., snapped on
correctly.
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Removal:

1. Remove all plug-in connections or interface modules.

2. Pull down the positive latches using a suitable tool (e.g., screwdriver). Both positive
latches remain snapped out. Then swivel the bottom of the module away from the
DIN rail slightly (A). Next, lift the module upwards away from the DIN rail (B).

g

O MM MMM 0

I
T

E y‘"ll
Figure 2-2 Removing the head station
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2.2 Mounting and removing the extension module

@ NOTE: Always switch off the supply voltage when mounting/removing the extension
module.

Mounting:

1. Place the module onto the DIN rail from above (A). The upper holding keyway must be
hooked onto the top edge of the DIN rail. Push the module from the front towards the
mounting surface (B). Check that the positive latches have snapped on properly.

Figure 2-3 Mounting extension modules

2. Now that the extension module is snapped onto the DIN rail, push it along the DIN rail
towards the head station (A), until the male connector/female connector of the modules
are interlatched and the sides of the modules lie flush with one another. Secure the
connection using the two screws (C).

e |

FLSWITCH GHS 126/8

Figure 2-4 Mounting/removing extension modules
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Removal:

@ NOTE: Switch off the supply voltage before removing the extension modules.

1. Remove all plug-in connections or interface modules.
2. Remove the two screws - see (C) in Figure 2-4.

3. Push the right-hand extension module along the DIN rail to the right until the plug-in
contact is completely free - see (B) in Figure 2-4.

4. Pull down the holding latches using a suitable tool (e.g., screwdriver).

5. Then swivel the bottom of the module away from the DIN rail slightly (A). Next, lift the
module upwards away from the DIN rail.

b

O T T I T [0

I
T
Be

A
;!
B

Figure 2-5 Removing extension modules
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2.3 Installing the GHS

2.3.1 Connecting the supply voltage to the GHS

24V DC The system is operated using a 24 V DC nominal voltage, which can be supplied from
separate power supply units if required.
The following connections are available and can be supplied separately if required:
—  Supply voltage US1 (terminal blocks US1/GND)
—  Supply voltage US2 (terminal blocks US2/GND)

— Sensor supply - here connection for the sensor power supply (terminal blocks UI/GNDI
to connector X30, internally to connector X31, terminal blocks UI/GNDI bridged)

Connections are also available for:

— Sensor supply - here connection for the sensor (sensor power supply, terminal blocks
UI/GNDI to connector X31, internally to connector X30, terminal blocks UI/GNDI
bridged)

— Sensor signals DI1/DI2

— Floating alarm contact 1 (terminal blocks R1/R2)

— Floating alarm contact 2 (terminal blocks R3/R4)

If redundant power supply monitoring is active (default setting), an error is indicated if only
one voltage is applied. A bridge between US1 and US2 prevents this error message. Itis
also possible to deactivate monitoring via the management interfaces.

o

23.1.1 Example: Supplying the device from one voltage source

LNK
XS YX7 X9 Jx11 X 12345678 9101112
X6 | X8 IX107 X12]

o o

X30 US1 GND US2 GND|UI GNDI X31 UIGNDI|DI1 DI2 R1 R2 R3 R4

g I——> Alarm 2
» Alarm 1

USH
GND

+24V Out
GND

Figure 2-6 Supplying the system using one voltage source
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2.3.1.2 Example: Supplying the device from multiple voltage sources

LNK 0000 00000000
x5 | x7 | xo Jx11)
mmw@ X 12345678 9101112
MoDEeeee 0000 cooe|Ber e O (%)

X30 US1 GND US2 GND|UI GNDI X31 UI GNDI|DH DI2 R1 R2 R3 R4

=g L5 Alarm2

» Alarm 1
UsS1
GND
us2
GND
ul
GNDI

+24V out
GND
Figure 2-7 Supplying the system using multiple voltage sources
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2.4 Mounting and removing the interface modules

@ NOTE: Ensure that the surface of the head station or extension module housing is clean.

o Hot plugging

1 When inserting and removing interface modules, you do not have to switch off the supply
voltage. The interface modules are detected automatically and logged to the network
management.

Mounting:

1. Insertthe interface modules in the slots of the basic modules. The guide bars on the top
of the interface modules must be pushed into the guide slots of the basic module
without tilting them.

Figure 2-8 Mounting interface modules

2. Now push the interface modules towards the basic module until the connector and the
holding clamp are snapped into place.

3. Secure the interface module using the screw on the bottom right-hand side of the
interface module.

Figure 2-9 Securing the interface module
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Removal:

1. Remove the mounting screw.

Figure 2-10 Removing the mounting screw on interface modules

2. Press the positive latch (A) and pull out the module (B).

Figure 2-11 Removing the interface module

2.5 Use of SFP slots

The SFP slots are used by SFP modules (fiber optic fiberglass modules in SFP format). By
selecting SFP modules, the user can specify whether the switch has multi-mode or single
mode fiber optic ports, for example.

The SFP modules are available separately as accessories, see Unknown source of cross-

reference.
o Phoenix Contact only recommends using SFP modules listed in the ordering data on
1 Unknown source of cross-reference.
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251 Elements of the SFP modules

Mechanical

Fiber optic interlock

connection

\ gl

/ \
Release latch Electrical connection
contacts

Figure 2-12 Elements of the SFP modules

25.2 Mounting the SFP modules (example)

Inserting the SFP modules

e Insert the SFP modules in the relevant slots on the switch.
e Ensure correct mechanical alignment of the SFP modules.

&

Figure 2-13 Inserting the SFP modules

FL SWITCH GHS 4G12: Inserting an SFP module disables the corresponding RJ45 port.
When an RJ45 port is automatically disabled by an SFP module, the Link LED on the
RJ45 port lights up orange.

o
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Connecting the fiber optic cable

« When inserting the fiber optic connectors, ensure correct mechanical alignment
according to the mechanical recess on the SFP module.

Removing the fiber optic connectors

e Press the arresting latch (A) and pull out the connector (B).

Figure 2-14 Removing the fiber optic connectors

Removing the SFP modules

¢ Remove the fiber optic connector before removing the SFP module.
e  Flip down the release latch (A) and pull out the SFP module (B).

&

|3
B

Figure 2-15 Removing the SFP modules
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2.6 Starting up the interface modules

2.6.1 FLIF 2TX VS-RJ ...

26.1.1 Default upon delivery

When the interface modules are inserted, the auto negotiation and autocrossing functions
are activated. Link monitoring for the twisted pair ports is not activated.

If an interface module is inserted in a GHS that has already been parameterized, the
existing configuration remains active.

e

2.6.1.2 Functions

— Auto negotiation
Auto negotiation is a method whereby the switch automatically detects the operating
parameters for the connected network and sets the corresponding parameters
(10 Mbps or 100 Mbps data transmission rate and half or full duplex transmission
mode) for its RJ45 ports. Automatic port setting eliminates the need for manual
intervention by the user. The auto negotiation function can be activated/deactivated via
the web interface.

— Autocrossing
There is no need to distinguish between 1:1 and crossover cables, as the transmit and
receive cables are crossed automatically. Autocrossing is only available if auto
negotiation is activated.

— Auto polarity
The polarity is changed automatically by the switch if a pair of twisted pair receive
cables (RD+ and RD-) are connected incorrectly.

— Line monitoring/link monitoring
The switch uses link test pulses according to standard IEEE 802.3 at regular intervals
to monitor the connected TP/TX cable segments for short circuits and interrupts.

Ports that are not being used are considered cable interrupts. In addition, a TP/TX path to
a deactivated termination device is also considered a cable interrupt, as the connected
device cannot send a link test pulse because it is switched off.

‘:J
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2.6.2 FL IF 2FX SC .../FL IF 2FX SM SC .../[FL IF 2FX ST-
D/FL IF 2POF SCRJ-D

If the FL IF 2FX (SM) SC... interface is removed and another interface type is inserted in
its place, the ports are set to auto negotiation.

o

26.2.1 Default upon delivery

When the interface modules are inserted, they are preset with a data transmission rate of
100 Mbps and full duplex mode, and link monitoring is not activated for the fiber optic ports.

If a fiber optic interface module is inserted in a GHS that has already been parameterized,
the existing configuration remains active with the following exceptions:

o

— The data transmission rate is set to 100 Mbps
— The duplex method is set to full duplex
If the module is removed, auto negotiation is enabled.

2.6.2.2 Functions

— Line monitoring
According to standard IEEE 802.3, the switch monitors the connected fiber optic cables

for interrupts.

Ports that are not being used are considered cable interrupts. In addition, a fiber optic path
to a deactivated termination device is also considered a cable interrupt, as the connected

device cannot send a link test pulse because it is switched off.

o

Far End Fault Detection indicates that the connection in the direction of the partner is
not OK (the partner does not indicate a link) and therefore at least one fiber within the
fiber optic cable is faulty or has not been assembled correctly.
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Mounting and installation

2.6.2.3 Connecting the SC-D connectors

o To prevent dirt from entering the connectors, do not remove the dust protection caps until
1 just before connecting the plug-in connectors. The same applies for the protective caps
on the plug-in connectors.
68740020
Figure 2-16 Connecting the SC-D connectors
26.24 Connecting the ST connectors
° To prevent dirt from entering the connectors, do not remove the dust protection caps until
) | just before connecting the plug-in connectors. The same applies for the protective caps
on the plug-in connectors.
Figure 2-17 Connecting the ST connectors
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2.6.25 Fiber optic connection between devices

When connecting two fiber optic interface modules, note the signal direction of the
fiber optics. The fiber connection is always from the transmitter to the receiver. The
SC-D/SCRJ connectors, which are connected using a support, are keyed to ensure that
the assignment of the transmit and receive direction is correct.

Multi-mode

—%/ju:l 36,000 m,
maximum
] = Single mode =]
RX @ |Rx fiberglass ® rx
INAS N a——a=
T @ |Tx @® Tﬂ(
=— fiberglass =

™ @ P TX? - Tx: TX
=4 L:é%: =4

FL IF 2FX SC-F FL IF 2FX SC-F FL IF 2FX SM SC-F
FL IF 2FX SM SC-F

e

N

10,000 m,
maximum

Figure 2-18 Fiber optic connection between devices

I o

RX

ﬁ‘
‘ <> %ITX

X .
300 m, maximum
HCS fiber

O
b t 14

687413061

L

>

50 m, maximum
Polymer fiber

FL IF 2POF SCRJ-D FL IF 2POF SCRJ-D FL IF 2POF SCRJ-D
Figure 2-19 Connections with polymer and GI HCS fiber between devices

The maximum length of the fiber optic cables depends on the interface module/fiber type
used.

o

2.6.2.6 SCRJ modules in WBM

Very detailed information about the SCRJ modules is available in WBM, e.g., the port
system reserve, alarms or port states are displayed.
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The following states can be displayed under "Transceiver status":

"System hardware does not support diagnosable POF modules” (this hardware does
not support POF-SCRJ diagnostics)

—  "No POF-SCRJ Interface modules present” (no POF-SCRJ module is plugged in)

— "POF-SCRJ Interface module is present and OK" (the system reserve is greater than
2 dB and is displayed under "RX system reserve")

— "POF-SCRJ Interface module is present, but the system reserve is low" (the system
reserve is less than 2 dB, but greater than 0 dB)

— "POF-SCRJ Interface module is present, but the system reserve is exhausted" (no
system reserve available - the received optical power is below the required minimum
value)

2.6.3 FL IF MEM 2TX-D/FL IF MEM 2TX-D/MRM

° The configuration memory or redundancy manager function of the FL IF MEM 2TX-D/FL
1 IF MEM 2TX-D/MRM is not available when using the GHS and is implemented instead by
means of the SD Flash card. The RJ45 ports of the modules can still be used.
2.6.3.1 Network connection
See "FL IF 2TX VS-RJ ..." on page 2-11 and onwards.
2.6.4 FL IF 2PSE-F
o PoE management and PoE information are only available if the 48 V supply is connected
1 to the relevant PoE interface module. The ports can be used as standard RJ45 ports if
there is no connected supply.
Properties of POE mode
— Upto eight PoE interface modules with a total of 16 ports can be operated at the same
time on a GHS.
— Configuration is still possible if the interface module is not plugged in or the
48V supply is not connected.
— PoE management and PoE information are only available if the interface module is
plugged in and there is a connected 48 V supply.
— The following management functions are available:
- Indicate error states for each port on the display and communicate via the alarm
contact (yes/no)
- Connect/disconnect voltage for each port
- Switch current limitation on or off for loads classified as class 1 devices
— Send traps when the PoE status changes
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— The following diagnostic information is displayed:
- No error
- Surge voltage/undervoltage
- Thermal error
- Overload
- Disconnected load (current consumption at this port is less than 10 mA, the supply
voltage is disconnected from the POE module)
- No 48 V supply
- No PoE interface module detected at this port
- Missing hardware support due to the system bus
- Detected class of a connected termination device (class 0 to class 4)
- Output voltage and output current

2641 Default upon delivery
See "FL IF 2TX VS-RJ ..." on page 2-11 and onwards.

2.6.4.2 Connecting the 48 V PoE supply voltage

Connecting the PoE supply

The connector for the PoE supply is located on the bottom of the interface module. Please
observe the keying on the connector when inserting it.

The module has a green LED for each port, which indicates the POE mode. The LED is
active if the PoE supply and a PD (powered device) are connected. The LED flashes if the
module is supplied with less than 48 V.

e

NN

Figure 2-20 Connecting the PoE voltage connector
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Mounting and installation

Connecting the PoE supply

Connect the 48 V PoE supply to terminal blocks 1 (+) and 2 (-). The terminal blocks are
bridged within the module. The bridges are located between terminal blocks 1 and 3, and
between terminal blocks 2 and 4. The bridges can be used to supply voltage to a maximum
of three additional PoE interface modules. The supply voltage to additional PoE interface
modules must be supplied by power supply units.

Internal bridging
in the interface module

48V DC
+ 687407054
Figure 2-21 Connecting the 48 V PoE supply
Table 2-1 Pin assignment of PoE ports
Pin | Assignment Description Pin | Assignment Description
1 RX+/48 V DC Data/PoE + 5 n.c. -
2 RX-/48 V DC Data/PoE + 6 TX-/I0V Data/PoE -
3 TX+/0V Data/PoE - 7 n. c. -
4 n.c. - 8 n.c. -
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3 User interfaces

3.1 Display/operator interface

The head station has a display that can be used for both diagnostics and configuration. By
default upon delivery (as shown in Figure 3-2), the "Mode" button can be used to select the
function of the second port LED (see 3.1.3 "LEDs on the switch and the extension module").
The available functions are shown above the second line, the active function is displayed
onagray background ("ACT" in Figure 3-2). The "Menu" button can be used to select further
display functions.

For extended configuration of the device to be supported, this function must be enabled on
the "General Configuration/Management Interfaces/Display Rights" web page (default:
Enable).

FL-SWITCH-GHS Tl update: 10047 14

FL SWITCH GHS 12G8 Display Rights

Corfiguration rights via (= Dizable
Dwiplivy r Enable

[“JHama
#() Qaparal lnstructions [ #onty |
#1 povice Information
#_] Energy Saving
=34 ganeral Configuration
[=hp Contiguration
=lSystem Identification
:':ﬂSl:-ﬁwala Update
[
“Iyap Configuiation
@SHT[' Conflguratlan
[

"Emmuu.]wm

___L"'lﬂplmﬂng Made

' Management Interfaces
e . :

SHTTPHTIPS

LlsSH Talnas

Figure 3-1 "Display Rights" web page

The structure of the configuration using the display is shown in Figure 3-4 on page 3-6.
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3.1.1 Handling the display

There are four buttons for controlling the contents of the display. The selected information
is displayed in white text on a gray background; "ACT" is activated in the figure below.

System operational

A

80160004

Figure 3-2 Display on the GHS

The "A" buttons are selection buttons (next/back) for the relevant information. The function
ofthe "B" buttons varies; the current function of the button appears directly above the button
in the display.
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3.1.2 Meaning of the display contents

Messages in the first row

Display Meaning

System operational (--) |Error-free standard operation

Configuration saved The configuration has been saved

DCP Discovery The device is operated as a PROFINET IO device and is waiting

for startup using a PROFINET controller. The device cannot be
accessed via an IP address.

Profinet Connection PROFINET connection established

Profinet BusFailure PROFINET communication connection faulty
PN-Config Diff User configuration and PROFINET configuration differ
No IP assigned (01) The GHS does not have an IP address

Upd. process (03) Firmware update started

Write to Flash (04) The firmware is saved in the Flash memory
Update finished(05) Firmware update complete

System Reboot (rb) Device is booting

TFTP upd. fail (17) Firmware transfer via TFTP failed

Wrong upd. img.(19) The transferred file is not a valid firmware file
oP The configuration is being read from the card
Ec The card and device configuration are identical
dC The card and device configuration differ

ocC No valid configuration available on the card

1C Cannot read the card

SD-Card write protected | The card is write-protected

Event messages

o The middle section of the display can be used to indicate events in the form of a static

1 display. Each event is indicated by a combination of three letters. When the cursor is
positioned over the event using the selection buttons, explanatory text is displayed above
the bottom line in the display.

Display Meaning
MRP MRP ring failure
LNK Link monitor alarm
PN PROFINET connection
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3.1.3 LEDs on the switch and the extension module

Des. Color Status |Meaning

usi1 Green ON Supply voltage 1 in the tolerance range

OFF Supply voltage 1 too low

us2 Green ON Supply voltage 2 in the tolerance range

OFF Supply voltage 2 too low

FAIL Red ON Alarm contact open, i.e., an error has occurred

OFF Alarm contact closed, i.e., an error has not occurred

DI1/2 Green ON Digital input signal 1/2 present

OFF Digital input signal 1/2 not present

ul Green ON Sensor supply voltage present

OFF Sensor supply voltage not present

A Link LED is located on the front of the housing or above the interface module slot for each port
LNK Green ON Link active
(Link) OFF |Link not active

A Link LED is located on the front of the housing or above the interface module slot for each port. The function of the second
LED (MODE) for each port can be selected using a switch on the device, which controls all ports (see also example below).
There are three options:

ACT Green ON Sending/receiving telegrams
(Activity) OFF  |Not sending/receiving telegrams
SPD Green/ | ON (yellow) {1000 Mbps
(Speed) yellow "5N (green) [100 Mbps
OFF 10 Mbps if Link LED is active
FD Green ON Full duplex
(Duplex) OFF Half duplex if Link LED is active

ACT and SPD and FD | Green Flashing |PROFINET device identification
simultaneously

ACT or SPD or FD Green Flashing |No IP parameter present following restart
(selected by mode
switch)
Example:

In Figure 3-3, the display shows that the mode LED means that "ACT - Activity" is selected.
In conjunction with the LEDs for port 1 (X1) to port 12 (X12), the device now indicates the
following information:

— Only port 1, port 3, and port 4 are connected and have a link
— Data s currently only being transmitted to port 1
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System operational
""""""""""" INK ©200 00000000
X118 X3 1 x5 | x7 | xo [xi11]
o mmm@ X 123456738 9101112
ACT SPD FD MODE c 900 0000 0000 [ 98
MENU MODE
X30 US1 GND US2 GND|UI GNDI X31 Ul GNq
80160005
Figure 3-3 Example for status indicators
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Initial Screen/ IP Menu IP Information
Main Menu
> IP Settings

> Version Info
»  Switch Station }—V VLAN Info

Y
0
L
L

RSTP }—P RSTP Info
» RSTP Setting
4{ MRP }—» MRP Status
» MRM Function
4{ LLDP }—V LLDP Info
» LLDP Settings
77777777777 »|-Link Aggregati 4>{» — Test— — {—» MemberPorts |
» Link Monitoring
> QoS » Storm Control
> Security > 802.1X
N MAC based
Security
> Routing
> Save
Figure 3-4 Structure of the display configuration
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3.2 RS-232 interface for external management

The 6-pos. Mini-DIN female connector provides a serial interface to connect a local
management station. It can be used to connect a VT100 terminal or a PC with
corresponding terminal emulation to the management interface (for an appropriate cable,
please refer to Unknown source of cross-reference). Set the following transmission

parameters:
RS-232 (V.24) interface

Bits per second 38400
Data bits 8 CTS\GJS—,S}/ RTS
Parity None / |:| \
Stop bits 1 1 —4 3G —res.
Flow control None )32 1C<

RxD= 5~ TxD
Figure 3-5 Transmission parameters and assignment of the RS-232 interface

3.3 CLI management

The command line interface (CLI) can be used to operate all the functions of the device via
alocal connection or a network connection. It enables secure administration of the GHS via
V.24 (RS-232), Telnet or Secure Shell (SSH).

CLI provides IT specialists with the usual environment for configuring IT devices. The
"Command Line Interface" reference manual provides detailed information about using the
command line interface (CLI) and its commands. The commands in the CLI of the GHS are
grouped logically.

The CLI (command line interface) enables device configuration in text mode. The
commands are entered via the keyboard as character strings.

The CLI supports the following modes:

User mode - When you log into the CLI, you will automatically be in user mode. User mode
has a limited range of commands. Prompt:
(FL SWITCH GHS) >

Privileged mode - In order to access the full scope of commands, switch to privileged
mode (see 3.3.2.4 "Calling privilege mode"). In privileged mode, you can execute all exec
commands. Prompt:

(FL SWITCH GHS) #

3.31 Calling commands/syntax

3311 Syntax

When you log into the CLI, you will be in user mode. When you enter a command in the CLI
and press <ENTER>, a search is carried out for the command in the command tree.

If the command is not found, the message that is output indicates the error.

The user wants to execute the "logout" command, but enters the command incorrectly and
presses <ENTER>. The CLI then outputs an error message:

(FL SWITCH GHS) >logout Error[1]: Invalid command "logout”
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3.3.1.2 Command tree

The commands in the CLI are organized in a tree structure. The commands and any
corresponding parameters are branched until the end point is reached. On each entry, the
CLI checks whether the command and all parameters have been entered completely. Only
then can the command be executed by pressing <ENTER>.

3.3.13 Keyboard entries for the CLI

Table 3-1 Description of keyboard shortcuts
Keyboard shortcut Description
Ctrl+A Go to start of line
Ctrl+B Go back one character
Ctrl+D Delete next character
Ctrl+E Go to end of line
Ctrl+F Go forward one character
Ctrl+K Delete characters through to the end of the line
Ctrl+N Switch to next line in memory
Ctrl+P Switch to previous line in memory
Ctrl+Q Enable serial flow
Ctrl+R Rewrite line or insert contents
Ctrl+S Disable serial flow
Ctrl+T Replace previous character
Ctrl+U Delete characters through to the start of the line
Ctrl+wW Delete previous word
Ctrl+X Delete characters through to the start of the line
Ctrl+Y Call from last deleted character
Ctrl+z Switch to origin
Del, BS Delete last character
Tab, spacebar Complete line
Exit Switch to next level up
? Display selection options

3.3.2 CLlvia V.24 (RS-232) - General function

A local communication connection can be established to an external management station
via the RS-232 interface in Mini-DIN format. Use the "PRG CAB MINI DIN" programming
cable (Order No. 2730611). The communication connection is established using a
corresponding emulation between the switch and a PC (e.g., HyperTerminal under
Windows) and enables access to the serial interface.

The reference potentials of the RS-232 interface and the supply voltage are not
electrically isolated.

e
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3.3.21 Calling the user interface

Connect the PC and the switch using a suitable cable (PRG CAB MINI DIN,

Order No. 2730611) and start the terminal (e.g., HyperTerminal, PuTTY, etc.). Use the
VT100 emulation. After establishing the connection, press ENTER on the PC. The screen
contents are then requested by the switch and you have the option of choosing between the
CLI and the serial configuration menu. Select "2" for the serial interface.

w I - Hypes Tesminal
B [ few G Dreele bel
0= 2 0B &

Login Screen FL SWITCH CHS

HRKARERER

H K N

H 0 ¥ —==» Phoenix Contact Managed Switch System <-——
i K HH Phoenix Contact GmbH & Co KG

0 HHEXK wu, PhoenixContact . com

A HARER
HEHHEHRRR

Running switch application version:

Pazsword: [ 1

LOGIN  ERLT
Connected 0005324 Ao debect 0400 O] vl
Figure 3-6 Serial screen

When the serial interface is called, you must log in. The default settings are:
User: admin

Password: private

A local communication connection can be established to an external management station
via the RS-232 interface in Mini-DIN format. Use the "PRG CAB MINI DIN" programming
cable (Order No. 2730611). The communication connection is established using a
corresponding emulation between the switch and a PC (e.g., HyperTerminal under
Windows or PuTTY) and enables access to the CLI user interface.

The reference potentials of the RS-232 interface and the supply voltage are not
electrically isolated.

o
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3.3.2.2 Interface configuration

Make the following settings on your Windows PC.

Eigenschaften von COM1 2lxl

Anzchluzzeinstellungen I

Bits pro Sekunde: | 38400 =l
Datenhits: |8 |
Paitat: [Keine |
Stopphits: |1 [~
Elusssteverung:

Standard wiederherstellen |

1] 4 I Abbrechenl Ulgemehmenl

Figure 3-7 HyperTerminal configuration

3.3.23 Calling the user interface

Connect the PC and the switch using a suitable cable (PRG CAB MINI DIN,

Order No. 2730611) and start the terminal (e.g., HyperTerminal, PUTTY, etc.). Use the
VT100 emulation. After establishing the connection, press ENTER on the PC. The screen
contents are then requested by the switch and you have the option of choosing between the
CLI and the serial configuration menu. Select "1" for the CLI.

¢ Mew Connection - Hyper Terminal
Fie [t Wes Cal Trarcfer Help

DEF o fF 05

Choose CLL (1) or Confrouralion menu (2] :

Uzer : admin
Password:sssssses

(FL SWITCH GHE) »7

enable Enter into wser privilege mode.

axll Ewit CLI

help Display help for various special kews.

logout Exit this session. Aoy unsaved changes are lost.
pazawd Change an existing uzer’ s password.

ping Send LCHP echo packets to a specified 1P address.
qui Exil thiz sezsion. Hoy unsaved changes are lost
show Display Switch Dptions and Settings.

telnet Telnet to a remote host.

[FL SHITCH GHS) *enable

£

Conresched 05 F5 57 Y100 00 -1

Figure 3-8 CLI screen
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When the CLI is called, you must log in. The default settings are:
User: admin
Password: private

After logging in, you are at the top level in the CLI. Display:
(FL SWITCH GHS) >

If you now enter "?", a list of all other possible commands will be displayed. In this case:
enable

exit

logout ...

Enter the desired word with the corresponding arguments and confirm with ENTER. If you
do not know the corresponding arguments for the desired command, add "?" to the
command (see also Figure 3-9 on page 3-11). Example:

(FL SWITCH GHS) >show ?

3.3.24 Calling privilege mode

In privilege mode, you have access to all the CLI options. You can tell that you are in
privilege mode, as the cursor in the CLI changes from ">" to "#".

Procedure:

e Callthe CLI as described above.

e Login.

« Enter "enable". Confirm the password prompt that then appears by pressing ENTER.

Bl Edt Yiow Col Drosler Heb
O &5 08 &

Choose CLT (1) or Configuration menu (2] :

Uzer: admin

enahle Enter into user privilege mode,

ex1t Exat CLT

help Display help for various special kews.

logaut Exit thiz seszion. Hny unzaved changes are lost.
passud Change an existing user’s password.

ping Send LCHP echo packels lo a specified 1P address.
quit Exit thiz session. Any unsaved changes are lost.
show Display Switch Options and Settings.

telnet Telnet to a remote host.

(FL SWITCH GHS) »enable

80160007

Cratranted (0S4 At detient = B8

Figure 3-9 Calling the list of arguments and privilege mode
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3.33 CLI via SSH - General function

A SSH (Secure Shell) connection can be used to establish a communication connection
with an external management station via the Ethernet network.

o SSH is deactivated by default upon delivery. It must be activated prior to use and a
1 security context must be stored on the switch.
In order to use the SSH connection, the switch must already have an IP address. This
IP address may, for example, have been set via the CLI or the serial connection or may have
been assigned via the automatic BootP or DHCP mechanisms (see also 4.3.1 "Assigning IP
parameters with IPAssign").
The communication connection is established using a corresponding SSH client between
the switch and a PC (e.g., PuUTTY) and enables access to the CLI user interface via a
network connection.
3.33.1 Calling the CLI
e Start your SSH client (PuTTY in this example).
¢ Inthe "Host Name (or IP address)" input field, enter the current IP address of your
device. The IP address comprises four decimal numbers ranging from 0 to 255. These
four decimal numbers are separated by dots. Example: 172.16.116.200
25 PulTY Configuration
Category:
= Seszion Bazic options far wour PUTTY session
Logaing Specify pour connection by host name or IP address
- Terminal Host Mame [or IP address) Port
geﬁbﬂa'd 172.16.116.200 23
=
Protocal:
Features )
o window () Raw (%) Telnet () Rlogin ()55H
-"—"«I:'IDEEl_h?'ﬁ':E Load, zave or delete a stored zession
Behawo.ur Saved Seszions
Trahslation
Selection
Calours Diefault Settings
[=)- Connection
Filogin
=-55H
Atk
gunnels Cloge window on exit:
uaE O tdways (O Mever () Only on clean exit
I Open l ’ Cancel
Figure 3-10 SSH client screen
When the CLI is called, you must log in. The default settings are:
User: admin
Password: private
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After logging in, you are at the top level in the CLI. Display:
(FL SWITCH GHS) >

If you now enter "?", a list of all other possible commands will be displayed. In this case:
enable

exit

logout ...

Enter the desired word with the corresponding arguments and confirm with ENTER. If you
do not know the corresponding arguments for the desired command, add "?" to the
command (see also Figure 3-9 on page 3-11). Example:

(FL SWITCH GHS) >show ?

3.3.3.2 Calling privilege mode
In privilege mode, you have access to all the CLI options. You can tell that you are in
privilege mode, as the cursor in the CLI changes from ">" to "#".

Procedure:

e Callthe CLI as described above.
e Login.
e Enter"enable". Confirm the password prompt that then appears by pressing ENTER.

£+ 172.16.116.200 - PuTTY

(FL 3WITCH

boot

hostname

Figure 3-11 Switching to privilege mode and calling the list of arguments

3.4  Web-based management

The user-friendly web-based managementinterface can be used to manage the switch from
anywhere in the network using a standard browser. To do this, http or https can be used,
this selection is made in the management interface. Comprehensive configuration and
diagnostic functions are clearly displayed on a graphical user interface. Every user with a
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network connection to the device has read access to that device via a browser. Depending
on the physical structure of the switch, various information about the device, the set
parameters, and the operating state can be viewed.

Modifications can only be made by entering the valid login details. By default upon
delivery, the user name is "admin" and the password is "private" or "private_" for
SNMPV3.

e

For security reasons, we recommend you enter a new, unique password.

o

3.5 SNMP management

The device-specific MIB files for the GHS can be downloaded from the device via the web
interface (Device Information/Technical Data/Device Description).

o

SNMP is a manufacturer-neutral standard for Ethernet management. It defines commands
for reading and writing information and defines formats for error and status messages.
SNMP is also a structured model, which comprises agents and their relevant MIB
(Management Information Base) and a manager. The manager is a software tool, which is
executed on a network management station. The agents are located inside switches, bus
terminal modules, routers, and other devices that support SNMP. The task of the agents is
to collect and provide data in the MIB. The manager regularly requests and displays this
information. The devices can be configured by writing data from the manager to the MIB. In
the event of an emergency, the agents can also send messages (traps) directly to the
manager.

Traps are spontaneous SNMP alarm or information messages, which are sent by an SNMP-
compatible device when specific events occur. Traps are transmitted with maximum priority
to various addresses (if required) and can then be displayed by the management station in
plain text. The IP addresses that are to receive these traps (trap targets/receivers) must be
set by the user on the relevant device.

By default upon delivery, the user interfaces of the device accept "private" as the
password. Since the SNMP specification for SNMPv3 specifies a minimum password
length of 8 characters, please use "private_" for this user interface.

o

All configuration modifications, which are to take effect after a device restart, must be
saved permanently using the "flwWorkFWCtrlIConfSave" object.

e

Not all devices support all object classes. If an unsupported object class is requested, "not
supported” is generated. If an attempt is made to modify an unsupported object class, the
message "badValue" is generated.

e
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3.5.1 SNMP interface

All managed Factoryline components have an SNMP agent. This agent of an FL SWITCH
GHS manages Management Information Base Il (MIB 2) according to RFC 1213, RMON
MIB, Bridge MIB, If MIB, Etherlike MIB, lana-address-family MIB, IANAifType MIB, SNMPv2
MIB, SNMP-FRAMEWORK MIB, P Bridge MIB, Q Bridge MIB, RSTP MIB, LLDP MIB,
pnoRedundancy MIB, InetAddress, and private SNMP objects from Phoenix Contact
(FL-SWITCH-M MIB).

Phoenix Contact provides notification of ASN1 SNMP objects by publishing their
descriptions on the Internet.

Reading SNMP objects is not password-protected. However, a password is required for
read access in SNMP, but this is set to "public”, which is usual for network devices, and
cannot be modified. By default upon delivery, the password for write access is "private" and
can be changed by the user.

By default upon delivery, the user interfaces of the device accept "private" as the pass-
word. Since the SNMP specification for SNMPv3 specifies a minimum password length
of 8 characters, please use "private_" for this user interface.

e

Another benefit for the user is the option of sending traps using the Simple Network
Management Protocol.

Management Information Base (MIB)

Database which contains all the data (objects and variables) required for network
management.

Agent

An agent is a software tool, which collects data from the network device on which it is
installed, and transmits this data on request. Agents reside in all managed network
components and transmit the values of specific settings and parameters to the
management station. On a request from a manager or on a specific event, the agent
transmits the collected information to the management station.
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Table 3-2

Traps for the GHS

Trap

Meaning

trapAdminPasswdAccess

Sent to the defined trap receivers on each modification or
attempted modification of the device password and
contains information about the status of the last
modification or attempted modification.

trapFWHealth

Sent on each firmware-related modification and contains
additional information about the firmware status.

trapFWConf

Sent each time the configuration is saved and informs the
management station that the configuration has been saved
successfully.

This trap is sent in the event of configuration modifications
(port name, port mode, device name, IP address, trap
receiver address, port mirroring, etc.), which are not yet
saved permanently. The trap also provides a warning that,
if not saved permanently, the changes will be lost on a
reset.

trapPowerSupply

Sent each time the redundant power supply fails.

tarpSecurityPort

Sent each time an impermissible MAC address is received
at a port where MAC-based security is activated.

trapRstpRingFailure

Sent in the event of a link interrupt in the redundant RSTP
ring.

trapPofScrjPort

Sent each time one of the PoE ports reaches or exits a
critical state.

trapPoePort

Sent each time one of the POF-SCRJ ports reaches or
exits a critical state.

trapMrpStatusChange

Sent each time the MRP manager changes status.

trapTemperatureManage-
ment

Sent when the permissible temperature range is exited.

trapDigitallnput

Sent each time one of the digital inputs changes status.

trapManagerConnection

Trap to test the connection between the SNMP agent and
the network management station.

Private MIBs

The private MIBs for the GHS from Phoenix Contact can be found under object ID
1.3.6.1.4.1.4346. The GHS MIB contains the following groups:

— pxcModules (OID =1.3.6.1.4.1.4346.1)
— pxcGlobal (OID =1.3.6.1.4.1.4346.2)
— pxcFactoryLine (OID =1.3.6.1.4.1.4346.11)
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o All configuration modifications, which are to take effect after a device restart, must be

1 saved permanently using the "flwWorkFWCtrlIConfSave" object.

o The aging time (default: 40 seconds) is not set using the private MIBs, instead it is set

) | using the "dot1dTpAgingTime" MIB object (OID 1.3.6.1.2.1.17.4.2). The available setting

range is 10 - 825 seconds.
3.6 Configuring the Telnet terminal
In order to use the Telnet connection, the switch must already have an IP address. This
IP address may, for example, have been set via the CLI or the serial connection or may have
been assigned via the automatic BootP or DHCP mechanisms (see also 4.3.1 "Assigning IP
parameters with IPAssign").
Establishing the Telnet connection
Connect the PC and the switch to an Ethernet network. From the Start menu, select the
"Run..." option. Enter the following command and the IP address of the device. Click "OK"
to establish the connection to the switch.
ausfiihren 20 x|
E Geben Sie den Mamen eines Pragramms, Ordners,
Dokumnents ader einer Internetressource an.
Offren: Itelnet 192.168. 2 .100 =l
(o] 4 I abbrechen | Durchsuchen. .. |
Figure 3-12 Establishing the Telnet connection
When the Telnet interface is called, you must log in. The default settings are:
User: admin
Password: private
After logging in, you are at the top level in the Telnet interface. Display:
(FL SWITCH GHS) >
If you now enter "?", a list of all other possible commands will be displayed. In this case:
access-lists
alarm_contact
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(FL SWITCH GHS> #show

laccess—lists
alarm_contact

classofservice
idebugging
digital _input
idoz—control

igmpznooping
interface
interfaces

7

Dizplay Access List information.

Diszplay Alarm contact information.

Display Address Resolution Protocol cache.

Shows the boot images on the node.

Dizplay class of zervice information.

Display debugging configuration.

Display Digital Input information.

Display Denial of Service Configuration.

Dizplay dotlx information.

Display event log entries.

Display Forwarding Database aging time.

Dizplay Generic Attribute Registration Protocol
information.

Display GMRP interface information.

Display GARP ULAN Registration Protocol parameters.
Dizplay vital product data.

To display the default domain name. a list of name
server hosts,.the static and the cached list of host
nameg and addresses.

Dizplay IGMP Snooping information.

Display IP interface information.

Display Interfaces Information.

Figure 3-13 Telnet command list

Enter the desired word with the corresponding arguments and confirm with ENTER. If you
do not know the corresponding arguments for the desired command, add "?" to the
command. Example:

(FL SWITCH GHS) >show ?

3.6.0.1 Calling privilege mode

In privilege mode, you have access to all the Telnet options. You can tell that you are in
privilege mode, as the cursor in Telnet changes from ">" to "#".
Procedure:

e Call Telnet as described above.
e Login.
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e Enter"enable". Confirm the password prompt that then appears by pressing ENTER.

BEIE
[«

{FL SWITCH GHS> #show ?

laccess—lists Dizplay Access List information.

alarm_contact Dizplay Alarm contact information.

arp Display Address Resolution Protocol cache.

hootvar Shows the bhoot images on the node.

classofservice Display class of service information.

debugging Display debugging configuration.

digital_input Display Digital Input information.

idoz—control Dizplay Denial of Service Configuration.

idot1x Display dotlx information.

eventlog Display event log entries.

f orwardingdhb Display Forwarding Database aging time.
Display Generic Attribute Hegistration Protocol
information.
Dizplay GMRF interface information.
Dizplay GARF ULAN Registration Protocol parameters.
Display vital product data.
To display the default domain name. a list of name
server hosts.the static and the cached list of host
names and addresses.

igmpsnooping Display IGMP Enooping information.

interface Dizplay IP interface information.

interfaces Display Interfaces Information.

——More— or <{gluit

Figure 3-14 Switching to privilege mode and calling the list of arguments
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Startup

4 Startup

A"Product Information" CD is supplied with the Gigabit Modular Switches. This contains the
IPAssign tool (see 4.3.1 "Assigning IP parameters with IPAssign") for assigning IP
addresses, background literature on Ethernet, and other documentation specific to the
Gigabit Modular Switches.

The switches can also be started up without the CD.

4.1 Basic settings

The basic Ethernet functions do not have to be configured and are available when the
supply voltage is switched on.

e

4.1.1 Default upon delivery/default settings

By default upon delivery or after the system is reset to the default settings, the following
functions and properties are available:

— The password is "private".

— AllIP parameters are deleted. The switch has no valid IP parameters:
IP address: 0.0.0.0
Subnet mask: 0.0.0.0
Gateway: 0.0.0.0

— BootP is activated as the addressing mechanism.

— Allavailable ports are activated with the following parameters:
- Auto negotiation
- 100 Mbps - full duplex for FX fiberglass modules (FL IF ...) and HCS ports
- 1000 Mbps - full duplex for SFP slot modules

— All counters of the SNMP agent are deleted.
— The web and Telnet server, SNMP agent, CLI, and RS-232 interface are active.

— Port mirroring, Rapid Spanning Tree, MRP, port security, multicast filtering, VLAN,
DHCP relay agent option 82, and LLDP are deactivated.

— Port security is deactivated for all ports.
— Access control for WBM is deactivated.

— The alarm contact only opens in the event of non-redundant power supply and a
detected PoE error.

—  The transmission of SNMP traps is deactivated and the switch has no valid trap
destination IP address.

— The aging time is set to 40 seconds.

— The switch is in "Ethernet" mode (default settings).

— The WBM refresh interval is set to 30 seconds.

— Managementisin VLAN 1.

— The SNTP function (automatic setting of the system time) is deactivated.
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— PROFINET and Ethernet/IP are deactivated.

The aging time is set using the "dot1dTpAgingTime"
MIB object (OID 1.3.6.1.2.1.17.4.2). The available setting range is 10 - 825 seconds. For
static configuration, an aging time of 300 seconds is recommended.

e

During switch restart, the active configuration including IP parameters is written to a
plugged-in configuration memory.

1}

The GHS offers several user interfaces for accessing configuration and diagnostic data.
The preferred interfaces are the web interface, CLI, and SNMP interface. These interfaces
can be used to make all the necessary settings and request all information.

Access to the serial interface via Telnet/RS-232 interface or SSH only enables access to
basic information.

The following generally applies: Settings are not automatically saved permanently. To
permanently save the active configuration, select "Save ..." in the relevant user interface.

e

4.2  Activating the default IP address

After the boot phase, proceed as follows with the buttons/display:
e Press"Menu".

e Select"IP Menu" and press "Select".

e Select"IP Settings" and press "Select".

e Select "Default IP" and press "Set".

The switch can now be accessed via IP address 192.168.0.100. Make any necessary
adjustments on your PC.

Please note:

— The selection of the default IP is not stored retentively. Save the desired configuration
via the management interface.

— Make sure that there is only one device with the IP address 192.168.0.100 in your
network.

o

4.3 Assigning IP parameters

As long as the "BootP" setting has not been changed, when the supply voltage is switched
on or the reset button is pressed, the switch sends requests (BootP requests) to assign IP
parameters.

The two buttons on the display must be held down together for a few seconds to trigger a
reset.

e

By default upon delivery, the "BootP" function is activated. If the switch has already been
started up, the "BootP" function can be deactivated via the management.

e
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The assignment of valid IP parameters is vital to the management function of the switch.

If the switch has not been assigned valid IP parameters, "No IP assigned 01" will appear
in the display.

o

Options for assigning IP parameters:

— Assignment using the IPAssign tool

— Configuration via the BootP protocol (default upon delivery)
—  Static configuration via the management interfaces

— DHCP (Dynamic Host Configuration Protocol)

— DCP (Discovery and Configuration Protocol)

If DHCP is selected as the assignment mechanism, the DHCP server must offer a DHCP
lease time of at least five minutes, so that the switch accepts the assigned IP
parameters.

e

4.3.1 Assigning IP parameters with IPAssign

IPAssign is a free tool that does not require installation, but can be used to assign
IP parameters very easily using BootP. IPAssign can be found at www.phoenixcontact.com.

Sequence

e Connect the switch to your PC and start IPAssign. The tool then displays the devices
that are sending BootP requests to assign an IP.

Phoenix Confacl - P ksaignmenl Teol El
IF Address Request Listener
Flaase selact & MAC Address.

Thies bk oo esionsy clesplaeys ol MUGC Sokdranres that we harve recesed BOOTR reguests from,

MAC Address | Count | Let Request Tve |

O0:al: 50 080E 2

IF o s ik s b M sckdress of the dervics you are locking For, bry cpcing pesver bo that
i,

[ Shiows Gy Phoenic Conkact Devices:

cgouch [ weers | abbrecen |

Figure 4-1 Devices sending BootP requests in IPAssign
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e Click "Next" and enter the desired IP parameters.

Phoenix Confacl - P ksaignmenl Teol

Set [P Address
Plaars specify an 1P Address ko use,
This B 1P Address (E-RTNT R
Pinae sty the I Addreis b b wserd belos,
Selected MAC Address 0 B0: FET4 0 T
I Address [E-I T T T
Subrest Mgk A
iy Aulihnei FE- I T ||
O you have enbered & vald [F sddress, chick Med:.
o DGl I Weker & I Bbbechen
Figure 4-2 Mask for IP parameters

e Click "Next". If successful, this window is displayed.

Phoenix Confacl - P ksaignmenl Teol

Congratulations
The wizard has assigred the 1P asdress b the device.

Successfully Aznigned MALC Address.

0204524 B0 2

thir fallowing
P Addrese: 172,16, 100,100
1P Mask 255,255 225 1

1P Ciaterasay TFE 1m0

k k-
-
ik Firash b et or chek Back b aricign arther B¢
Bgdess,

« gk, || Ferbip stelen|

Figure 4-3 Message in IPAssign

432 Example for V.24 (RS-232) as a serial connection

Establish a communication connection as described in Section 3.2 "RS-232 interface for
external management”.

Changing the IP address

e Open the serial interface and log in.
e The default settings are:

User: admin

Password: private
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* Now select "IP Parameter Assignment" and, using the spacebar, change the selection
to "Static".

& &1 - Hypes Tesminal
Be Edt Vew [ Trashe tiel
0= & DB F

Basic Switch Configuration

HEKHHRHAR HAC Rddrezze B S R O I
K MR IP Rddress o [172.16. 116, 200 )
¥ 0 R Subnet Hask o [295.2050.255.8 )
H H HH Nefault Gateway pla.a.a.n 1
H HHKHR IF Parameler Bssionment @ <SRN
A HEHAR
HHMHHHNER Redundancy o 4lisable:
Current Wan Status : VLAN Transparent
Vian Mode ¢ AYLAN Transparent ]
Porl Securily . tHone >
Switch Operating Hode o 4Default >
Hebs Tnterface : <Fnable >
SHMP Interface ¢ <Emable »
Rexel : fHo reset ]

LOGOUT  APPLY  SAVE

Cannected 005156 Aako detect 3000 0-4-1

Figure 4-4 Static assignment of the IP via the serial interface

e Switch to "IP Address”, "Subnet Mask" or "Default Gateway" and make the desired
settings.

e Switchto "APPLY" and confirm with ENTER, similarly switch first to "SAVE" and then to
"LOGOUT".

4.3.3 Assigning IP parameters via the CLI and SSH

In order to use CLI management via SSH, the switch must already have an IP address. This
IP address may, for example, have been set via the CLI or the serial connection or may have
been assigned via the automatic BootP or DHCP mechanisms (see also 4.3.1 "Assigning IP
parameters with IPAssign™).

Setting and changing the IP address for the first time

e Open the CLI with a SSH client and the current IP address.
Example: http://172.16.116.200

e The default settings are:
User: admin
Password: private

e Switchto privilege mode using "enable” and confirm the password prompt with ENTER
(see Section "Calling privilege mode" on page 3-11).

*  Enterthe following: "network parms <IP address> <Subnet mask> <Default gateway>".
Example: The new IPis: 172.16.116.100, the subnetwork is 255.255.255.0, there is no
default gateway. SSH entry in privilege mode:
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network parms 172.16.116.100 255.255.255.0

A subnet mask must be assigned, a default gateway can be assigned.

£+ 172.16.116.200 - PuTTY

[FL SWITCH GH3) #network parms 17Z.16.116.100 Z55.Z2!

Figure 4-5 SSH client

o Please note that from the moment the modified IP address is activated the switch can only

1 be reached using the new address.
Possible error:
If your entry has been rejected with the message "Network protocol must be none to set
IP address", you must first disable the active IP address assignment mechanism and then
assign the IP statically to the device. To disable IP assignment mechanisms, please enter
the following (in privilege mode):
network protocol none
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& PuTTY (inactive)

none

iguration.

Figure 4-6 SSH prompt

4.3.4 Assignment of IP parameters via DHCP/DCP

By default upon delivery, it is not possible to assign IP parameters via DHCP or DCP.
To activate these mechanisms, set the device to the desired operating mode via V.24
(RS-232), CLI or WBM.
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4.4 Modifying IP parameters

Requirements for the use of WBM

As the web server operates using the Hyper Text Transfer Protocol, a standard browser can
be used. Access is via the URL "http://IP address of the device".

Example: "http://172.16.116.100".

For full operation of the web pages, the browser must support JavaScript 1.2 and
Cascading Style Sheets Level 1. We recommend the use of Microsoft Internet Explorer 6.0.

WBM can only be called using a valid IP address. By default upon delivery, the switch has
no valid IP address. The "IPAssign.exe" tool (no installation required) can be used to
assign the IP address. The IPAssign tool can be found in the Download Center at
www.phoenixcontact.com.

e

Once you have established all the necessary connections and the BootP server
(e.g., IPAssign.exe) has been started, start the GHS or execute a reset.

Following the boot phase, the GHS sends the BootP requests, which are received by the
BootP server and displayed in the message window. If you are operating other devices in
the same network, messages from these devices may also be displayed. Messages from
Phoenix Contact Factoryline components can be easily identified by their MAC address,

which starts with 00.A0.45... and is provided on the devices.

Please check the MAC address in the messages to ensure the correct device is
addressed.

e

4.4.1 Example for web-based management

In order to use web-based management, the switch must already have an IP address. This
IP address may, for example, have been set via the CLI or the serial connection or may have
been assigned via the automatic BootP or DHCP mechanisms (see also 4.3.1 "Assigning IP
parameters with IPAssign").

Changing the IP address

* Open the web interface with a browser and the current IP address.
Example: http://172.16.116.200

e Select the "General Configuration" page and then "IP Configuration".
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« Inorder to make changes, you must log into the device. Click on "Login" at the top of
the web page.

3 PXLC GHil Modular Swilch - Microsoll Inlernel Explorer

Datei  Bearbelen  Aumichl  Favorden  Exlras 7

Qo ) [¥] [B € POt oo @ 25 B B E

Adresse .{| bt 172, L 100, 200

FL SWITCH GHS

IP Conﬂguratlon Helg
Currem Addresses

IP Addrezs 172.16.116.200

Suhred Mask RS DRA TRA N

Diefault Catewsy 0.0L0.0

Type ol Bk IF wddness .
sazinnment Static

[DHame

=1 General Instructions
#1 pevice Information
54 General Conliguration

system ldentification
[ElDperating Mode

*_1 conflguration Management

Figure 4-7 "IP Configuration" web page

e The default settings are:
User: admin
Password: private

Return to the "General Configuration/IP Configuration" page.
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e Under "Type of the IP address assignment”, select "Static assignment" and enter the
new IP address in the corresponding field. Click on "Submit” to apply the change.

a PXC GHil Modular Ssrilch - Microsoll Internel Explorer

Dale  Bembefen  Arsidd Favwrilen Esbras 7

Q) arw - () _ﬂ E ::‘_ ) suchen fvlm © 2-is @ EE

Adrogsn Ei hRepcfL 10, 1 G, 2 basefone_logn. bl

FL SWITCH GHS

IP Configuration

Cunrent Adidresses

IP Address 172.16.116.205
Subnet Mask 256,255 255.0
Disfault Gatewsy 0.0.00

Filegse arder [P Addiess, Subnet Mash aod Galewsy Aduness in dolled

[HHeme whrcarrsal nodalaoe gy, 102 706 00 AN

#J General Instruction:s G Static Assignment

ilE Type of the IP address 3 Boatetrap Frotocol (BoctP)

=1 el (@) Dymarmic Hos! ConSquration Protocal

Digcovery Confiquration Protocol

a

Submi
=1 Management Interfaces
#1 user Account Management
¥ Configuration Management
# gwitch Statlon
Figure 4-8 "IP Configuration" web page following successful login

Please note that from the moment the modified IP address is activated the switch can only
be reached using the new address.

o

442 Changing IP parameters via the CLI

See 4.3.3 "Assigning IP parameters via the CLI and SSH".
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4.4.3 Changing IP parameters via SNMP

In order to use SNMP management, the switch must already have an IP address. This

IP address may, for example, have been set via the CLI or the serial connection or may have
been assigned via the automatic BootP or DHCP mechanisms (see also 4.3.1 "Assigning IP
parameters with IPAssign").

Changing the IP address

¢ Openthe OID (flWorkNetlfParamlpAddress) 1.3.6.1.4.1.4346.11.11.4.1.2 using an
MIB browser, which is connected to the device via the current IP address.

e Enter the desired IP and apply this using "Set".
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Figure 4-9 IP address assignment via SNMP

4.5 Password concept

When making initial contact with the device and checking the current state for the first time,
itis not necessary to log in. As soon as functions that require authorization are called, a login
window appears where you must enter your user name and password.

By default upon delivery, the user name is "admin" and the password is "private".

o

After having entered the valid password, no further entry of the password is necessary for a
period of 5 minutes (default). After this period of time has elapsed or after clicking on
"Logout", the password must be re-entered.

The period of time can be set from 0 minutes to 60 minutes.
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WBM: Switch Station/Services
SNMP object: "fIWorkFWCtrlLoginExpire"
CLI user manual: Unknown source of cross-reference

The concept is valid for the first ten users logged in at the same time. All other users must
confirm each configuration modification by entering the password, until less than ten users
are logged in. A user can assign various rights to other users.
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4.6 Using Smart mode

Smart mode enables the user to change the operating mode of the switch without having to
access the management interface.

The switch offers the following setting options via Smart mode:

— Reset to the default settings

— Set PROFINET mode

—  Set Ethernet/IP mode

—  Exit Smart mode without changes

4.6.1 Activating Smart mode/easy setup

The display/operator interface is used to select the desired setting. The setting, which will
apply when exiting Smart mode, can be viewed in the display.

46.1.1 Calling Smart mode

e Afterrestarting the device, press and hold down "Activate" for around five seconds until
the display contains "Smart Mode/Easy Setup”. If Smart mode is active, "Smart Mode"
will appear in the display.

SMART MODE

EASY
SETUP

Activate

80160008

Figure 4-10 Display contents after booting in order to call Smart mode

4.6.1.2 Selecting the desired setting

e Toselectthe various settings, use the arrow keys next to the display and press "Set" to
activate the desired setting.

Smart Mode

DEFAUL
PROFINET
ETHERNET-IP

80160009

Figure 4-11 Display contents in Smart mode
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4.6.1.3 Exit Smart mode without changes

e Press "Exit".

46.1.4 Possible operating modes in Smart mode

The switch supports the selection of the following operating modes in Smart mode (see also
example below):

Table 4-1 Operating modes in Smart mode
Mode Display
Exit Smart mode without changes EXIT
Reset to the default settings DEFAULT
Set PROFINET mode PROFINET
Set Ethernet/IP mode ETHERNET-IP

4.7 Startup with the MDC wizard

Industrial automation solutions are increasingly based on Ethernet communication, which
has resulted in more widespread use of infrastructure components and has meant that
networks have become larger and more complex. The easy parameterization,
configuration, and diagnostics of the components used is therefore particularly important.
Config+, a powerful software tool, provides corresponding functions for Ethernet networks.
The tool can be found in the download area under "CONFIG+ DEMQ". A particular
advantage of this tool is the built-in open FDT interface to integrate third-party software
directly in Config+ and use special device user interfaces (DTM) for proprietary and third-
party components. If several components of a system are to have the same parameters,
considerable time savings can be made during configuration by using a special wizard for
multi-device parameterization. The wizard enables one or more parameters of a component
to be easily applied to other devices of the same or a similar type. For switches, the Rapid
Spanning Tree Protocol (RSTP), Media Redundancy Protocol (MRP), trap receiver, Link
Layer Discovery Protocol (LLDP) or Virtual Local Area Networks (VLANS) can be
parameterized simultaneously for various selected devices.

Time-consuming individual adjustment and modification of device functions via web-based
management is thus eliminated.
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4.7.1 Calling a new project under Config+
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Figure 4-12 New project under Config+

The layout and contents of the window can be changed. Here the "Bus Structure”, "Device
Catalog", "DTM View", "Device Details", and "Output Details" windows are open and
recommended for use (see Figure 4-12).

m_rSre
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1. Avvirtual PC must be integrated into the project => locate AXSNMP 1.0 in the device
catalog under "Phoenix Contact\FDT\PC" and integrate in the bus configuration under
the project (see Figure 4-13)
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Figure 4-13 Selecting the desired components

2. Selectthe desired Ethernet components from the device catalog and append under the
AXSNMP virtual PC; note the firmware version of the devices.

k® Config + - MesseDemo-2.bcp

Datei Bearbelten Ansicht Extras  Hife

2zd2s | |/ [BeEEEED
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B 192.168.2, 101 FL SWITCH MCS 1474 2F3
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Figure 4-14
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Entering the IP parameters

In the case of a new device (an FL SWITCH MM HS in this example) that has been
implemented correctly, a tab automatically appears in "DTM View" where the IP address
(host address) must be entered (see Figure 4-14).
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In addition, the IP address, subnet mask, PROFINET device name (if applicable), MAC
address, etc. must be entered in the "Device Details" window (see Figure 4-15).
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Figure 4-15 Device data in the wizard

Following correct entry, this data will appear as circled in Figure 4-15.

All accessible and THEREFORE configurable devices can be displayed via the context
menu by right-clicking on "AXSNMP\DTM Functions\Device List" in "DTM View"
(see Figure 4-16).
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Figure 4-16 Context menu - "DTM View"
8016_en 01 PHOENIX CONTACT  4-17

o RSPSupply - 1-888-532-2706 - www.RSPSupply.com
RSP.-...... http:/mww.RSPSupply.com/p-14163-Phoenix-Contact-2700787-FL-SWITCH-GHS-12G/8-L3-Modular-Ethernet-Su



FL SWITCH GHS

4.7.2 Configuration with the MDC wizard

All configurable devices can be selected via the context menu that appears when right-
clicking on one of the devices and the "Wizard for Configuration of Several Devices"
appears where further functions can be selected:

Multi Device Configuration - Step 1 of 5 Yersion 1.0

‘Wizard for Configuration of Severa Devices

You can select a function to configure several similar devices.

Which function do pou select for the configuration:

-

' Tiap Receiver

0 WLAN Tagging Enable/Disable of trap targets

' IGMP Snooping

S
£ (DIE T (D) amidl € monisa Tomim Db !
4 | »

< Back I Mest > I Cancel |

4

Figure 4-17 MDC wizard

The following functions can be configured using MDC:
— Enable/disable trap receiver

— Enable transparent VLAN tagging or tagging mode
— Enable/disable IGMP snooping

— Enable/disable RSTP

— Enable/disable MRP

— Enable/disable large tree support

— Enable/disable fast ring detection

— Enable/disable LLDP

4721 Trap receiver

e CallMDC
e Step 1: Select the trap receiver function
e Step 2: Set parameters to "Enable" or "Disable"

e Step 3: Alistis displayed of all the devices that support the trap receiver function
(see Figure 4-18)

e Inthe table, devices that are not to be modified can be deactivated (uncheck device)
(see Figure 4-18/item 1)

e Inthe table, devices can be simultaneously enabled or disabled
(see Figure 4-18/item 2)

e Trap targets are specified for the first and/or second address
(see Figure 4-18/item 3)

e  Step 4: Start downloading the settings
e Step 5: Close MDC
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Figure 4-18 Trap receiver selection in the MDC wizard

4.7.2.2 VLAN tagging

e« CallMDC
e Step 1: Select the VLAN tagging function
e Step 2: Set parameters to "Transparent” or "Tagging"

e Step 3: Alistis displayed of all the devices that support VLAN tagging
(see Figure 4-19)

< Inthe table, devices that are not to be modified can be deactivated (uncheck device)

< Inthe table, devices can be simultaneously selected as "Transparent" or "Tagging"
(see Figure 4-19)

e Step 4: Start downloading the settings
e Step 5: Close MDC

Multi Device Configuration - Step 3 of 5 ¥ersi:

Wizard for Configuration of 5 everal Devices

Selected Function: YLAM Tagging - Transparent

Device Tranzparent |
FL SWw/ITCH MCS 14T 2Fx [DeviceDim:4110d78e-b2c7-  Transparent
FL SwITCH MM HS5 [DeviceDtrn;d3303a6b-6bab-40bd-b1
FL SWITCH GHS 12G4IDeviceDirm:d110d78e b2e?-

Tranzparent

KK E

Filter: AllDevices

< Back | Mot > | Cancel |

Figure 4-19 Selecting the tagging mode
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4.7.2.3 IGMP snooping

« CallMDC

e Step 1: Select the IGMP snooping function

e Step 2: Set parameters to "Enable" or "Disable"

e Step 3: Alistis displayed of all the devices that support IGMP snooping

« Inthe table, devices that are not to be modified can be deactivated (uncheck device)
(see Figure 4-20/item 1)

< Inthe table, devices can be simultaneously activated or deactivated
(see Figure 4-20/item 2)

« Inthe table, different aging times can be selected for the individual devices
(see Figure 4-20/item 3). A response is received from the devices within the set time
and multicast groups are created dynamically. This time must always be longer than the
querier interval (see item 5).

e For each device, the querier can be set to Version 1, Version 2 or disabled
(see Figure 4-20/item 5)

e The interval during which a querier request is sent can be set individually for each
device (see Figure 4-20/item 5). All multicast devices then send back a response.

e  Step 4: Start downloading the settings
e Step 5: Close MDC
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Figure 4-20 IGMP settings in the MDC wizard

4.7.2.4 RSTP activation/deactivation

e CallMDC

e Step 1: Select the Rapid Spanning Tree function

e Step 2: Set parameters to "Enable" or "Disable"

e Step 3: Alistis displayed of all the devices that support RSTP

* Inthe table, devices can be simultaneously enabled or disabled
e  Step 4: Start downloading the settings

e Step 5: Close MDC

The MDC automatically activates the web pages in the devices and RSTP.

When disabled, only the function is deactivated, not the web page display.
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4.7.25 MRP activation/deactivation

« CallMDC
e Step 1: Select the MRP function
e Step 2: Select the Set MRP Configuration option (see Figure 4-21/item 1)
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Figure 4-21 Activating redundancy
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Figure 4-22 Specifying the MRP role

e Step 3: Alistis displayed of all the devices that support MRP
* Inthe table, devices can be simultaneously set

* Inthe table, you can specify whether the specific device is a "Master" or "Client
(see Figure 4-22/item 1)

* Inthe table, you can specify the ring ports for each device
(see Figure 4-22/item 2)

e Step 4: Start downloading the settings
e Step 5: Close MDC

This procedure must then be repeated:
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CallMDC

e Step 1: Select the MRP function

e Step 2: Select the Activate MRP Configuration option (see Figure 4-22/item 2)
e Step 3: Alistis displayed of all the devices that support MRP

e  Step 4: Start downloading the settings

e Step 5: Close MDC

4.7.2.6 Large tree support or fast ring detection

Call MDC

e Step 1: Select the desired function (large tree support or fast ring detection)
e Step 2: Set parameters to "Enable" or "Disable"

e Step 3: Alistis displayed of all the devices that support the desired function
e  Step 4: Start downloading the settings

Step 5: Close MDC

4.7.2.7 LLDP activation

Multi Device Configuration - Schritt 3 von 5 Yersion 1.0

zur Konfi

Ausgewshlte Funktion:  LLDP -Enable

| | Device LLDP & | Message Transmit nterval

FL SWITCH SMCS 8T (DeviceDtm:cd074a17-4112.4747  Enable a0
FL SWITCH GHS 12G4[DeviceDim:4110d78e b2e7- Enable a0
FL SWITCH MM H3 (DeviceDim,d3303a6b-6bat-40bd-h1  Enable 30
FL SWITCH MCS 14T 2FX [DeviceDtm:4110d78e-b2c7-  Enable 30
FL $WITCH SMCS 8T (DeviceDtm;824d7eb6-3d1b-4ce2  Enable 30
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czuick [ wetes | abbiechen |

4

Figure 4-23 Setting LLDP in the MDC wizard

e CallMDC

e Step 1: Select the LLDP function

e Step 2: Set parameters to "Enable" or "Disable"

e Step 3: Alistis displayed of all the devices that support LLDP

* Inthe last column of the table, the time within which the switch sends the LLDP
information to the network via BPDU is set for each device

e  Step 4: Start downloading the settings
e Step 5: Close MDC
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5 Administrative settings

5.1 Assigning names for device identification

511 WBM

The "System Identification” menu is used to display or modify user-specific device data,
e.g., location, device name or function.

FL SWITCH GHS last update: 11:22:22
[ Lagaut ]
System ldentification Haig
FL SWITCH GHS 12068 Marmie of disace FL SWITCH GHE=
Dezcrption Modular Managed Gigabit Switch |
HlHoms Fhysical location Fab_J. 1
#1 genaral lnstructions Contact Adrnin_2
1 Duvice Information Apphy
= '_irGanarvul Conflouration
il
3
':ﬂ':‘whwan Update
il
“Muap Conliguation
H'SHTI‘ Canfiguration
'rl-bimlild Change
il
H 1 Managumint Inbedaces
#_1 User Account Management
# 1 gonfiguration Management
%71 Bwilch Station
Figure 5-1 "System Identification" menu

51.2 SNMP

The settings can be found under OID 1.3.6.1.2.1.1 under the following path:
Full path: iso(1).org(3).dod(6).internet(1).mgmt(2).mib-2(1).system(1)

513 CLI

The settings can be found in the CLI under "show sysinfo".

CLI user manual: Unknown source of cross-reference
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5.2 Saving the configuration

521 WBM

This web page is used to view all parameters that are required to save the active
configuration or load a new configuration, and to modify them (by entering a valid
password). It can also be used to restart the system with the relevant configuration.

FL SWITCH GHS last update: 11:48:16
| Logout |
Configuration Management Hap
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[=lual lmage
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Figure 5-2 "Configuration Management" menu

Set default upon delivery This option can be used to reset the switch to its default settings (default upon delivery) by
entering a valid password.

° WBM can only be called using a valid IP address. Once the switch has been reset to its
1 default settings, it has no valid IP address and the addressing mechanism is set to BootP.

522 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.5 under the following
path:
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Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIwWorkDevice(11).flIWorkFirmware(11).flWorkFWCtrl(2).flWorkFWCtrlConf(5)

523 CLI

The settings can be found in the CLI under "write memory".

CLI user manual: Unknown source of cross-reference
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6 Software update

6.1 Software/firmware update

The "Software Update" menu is used to view or modify the parameters for a software update
and to perform the update. The switch suggests a location for saving the new software.
(imagel or image?2).

Before performing a software update, save the existing firmware under "save here before"
in the "Note: ..." row.

o

Next, enter the IP address of the TFTP server from which the software upload is started.

Forthe TFTP server, start a TFTP server that you have installed on your PC. You can also
start the "Factory Manager" tool from Phoenix Contact; this has an integrated TFTP
server, but it must be activated.

If you use Factory Manager, you must save the file that is to be installed in the following
directory: C:\Program Files\Phoenix Contact\Factory Manager\Version 2.3\download.

e

The update process can take up to 3 minutes. To use the software, you must restart the
switch. This can be done manually or automatically by selecting the "Update with automatic
Reboot" option.

Following reboot, the switch operates with the new firmware.

The old firmware is not deleted, instead it is saved under the other image (example: if the
new firmware has been saved under "image2", the previously used firmware will be located
in "imagel").

To select the old firmware, please refer to Section 6.2 "Dual Image".
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6.1.1 WBM

The "Software Update" menu is used to view or modify the parameters for a software update
and to trigger the update.

FL SWITCH GHS
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Figure 6-1 "Software Update" web page
o A reset is not carried out automatically following a firmware update. The desired option
1 can be selected in WBM.
o There are no assurances that all existing configuration data will be retained after a
1 firmware update/downgrade. Therefore, please check the configuration settings or return
the device to the settings default upon delivery.
6.1.2 Firmware backup
The device has a backup solution for firmware. Despite a firmware update, the old software
is saved in an image and can be selected again later. The switch can then be easily
switched to the old software without this having to be installed again. If an error occurs
during firmware installation, e.g., for firmware installed under "imagel", or you no longer
wish to use the new software for other reasons, select the "image2" item under "Image
Name (Next Active)" and, following a restart, the switch will start operating with the software
version used prior to the software update.
This ensures the continued operability of your switch.
6.1.3 SNMP
The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.4 under the following
path:
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Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIwWorkDevice(11).flWorkFirmware(11).fl\WorkFWCtrl(2).flwWorkFWCtrlUpdate(4)

6.1.4 CLI
o If you use a serial connection for software update, please note that transfer can take over
1 30 minutes.
The settings can be found in the CLI under "copy".
CLI user manual: Unknown source of cross-reference
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7 PROFINET

The device-specific FDCML/GSDML files for the GHS can be downloaded from the
device via the web interface (Device Information/Technical Data/Device Description).

o

7.1 Selecting PROFINET mode

This selection can be made via the serial interface, Smart mode, the CLI, SNMP or WBM.

When activating PROFINET mode, the following default settings are made for operation:

— The Link Layer Discovery Protocol (LLDP) is activated with the following configuration
specifications for PROFINET components:
- Message transmit interval: 5 s
- Message transmit hold multiplier: 2
- TLV port ID with subtype locally assigned in the following format: port-xyz
- TLV chassis ID with subtype locally assigned transmits the station name

— The Discovery and Configuration Protocol (DCP) is activated as the mechanism for
assigning IP parameters.

— The station name (system name) is deleted if the value for the "System Name" object
contains the device type (default upon delivery).

— The MRP protocol is not activated.

— The PDEV function is activated.

In addition, when switching to PROFINET mode, the configuration is saved automatically.

The switch then starts in PROFINET mode for the first time and waits for a name and a
PROFINET IP address to be assigned. At this point, the switch is already visible in the
network via LLDP with the default name "FL SWITCH ..." and the IP address "0.0.0.0".

The switch indicates in the display that it is waiting for a valid IP configuration via DCP.

The switch cannot be accessed via other network services such as ping at this time.

8016_en_01 PHOENIX CONTACT  7-1

° RSPSupply - 1-888-532-2706 - www.RSPSupply.com
RS2 ... http://www.RSPSupply.com/p-14163-Phoenix-Contact-2700787-FL-SWITCH-GHS-12G/8-L3-Modular-Ethernet-Su



FL SWITCH GHS

7.1.1 WBM

The operating mode can be selected in the "Operating Mode™" menu.

FL SWITCH GHS
[ Lagaut ]
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Activating the rode Profinst” e foliowing settings will b done:

= select ip address assignment DCFP
= enable LLDP

[Home = clearthe default System Name

#(] Ganaral Instructions = save the configuration

¥ Device Information c -

553 g | Gunfigueats Changing from the mode 'Profinet’ to an other mode
@ Configuration the following settings will be done independently of
[Elgystom [dentification the setting befare selecting the made ‘profinet’
EEMH Il = select ip address assignment BootP
¥Hxap Configuiat = replace an empty System Name by the default
[SSHTP Conflguratlon System Name
Zlpassword Change
&) Far sellegs Becorse iecina aller miving Ve confmpessdon and pelrpoding

the device.

*_ Management Interfaces

T user Account Management

# contiguration Management
=1 switch Statlon

Figure 7-1 "Operating Mode" web page

7.1.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.1.10 under the following
path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fiIwWorkDevice(11).flWorkFirmware(11).flWorkFWCtrl(2).flwWorkFWCtriBasic(1).fl
WorkFWCtrlOperatingMode(10)

7.1.3 CLI

The settings for activation can be found in the CLI under "OperatingMode_Profinet".
The other settings can be found under "configure/Profinet".

CLI user manual: Unknown source of cross-reference
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7.2 Process data communication

The following process data is used:

Management input byte
Bytes 01/02 - Status word
Byte 03 - Ethernet port 1 - 8
Byte 04 - Ethernet port 9 - 16
Byte 05 - Ethernet port 17 - 24
Byte 06 - Ethernet port 25 - 28

Management output byte
Bytes 01/02 - Control word

Link information for the individual ports

Byte 01 - Port 1
Byte 02 - Port 2
Byte 03 - Port 3

7.2.1 Control word

The control word is a special process data item used to make settings, which are not to be
executed via a conventional process data item. The control word of the management agent
can be described with a command consisting of two bytes. The device responds to this with
the same command in the status word. Byte 0 specifies the action and the new status; byte
1 specifies the port number. If a command is to apply to all the ports, the value OXFF can be
sent instead of the port number. A command should only be sent once, but never in a
process data communication cycle.

Table 7-1 Assignment of control word 1
Action Status Byte 0 Byte 1
Link monitoring ON 0x01 Port or OXFF
OFF 0x02 Port or OXFF
POF SCRJ diagnostics ON 0x03 Port or OXFF
OFF 0x04 Port or OXFF
Power supply ON 0x05 0x00
OFF 0x06 0x00
Interface removed ON 0x07 0x00
OFF 0x08 0x00
MRP ring failure ON 0x09 0x00
OFF 0x0a 0x00
Link enable status ON 0x20 Port
OFF 0x21 Port
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7211 Additional process data

The switch can send the following process data:

— Summary of the link states of all ports (three bytes) - each port corresponds to one bit
(0 - Link down; 1 - Link up)

Byte 1,234 1,2,3,4 1,2,3,4 1,234 1,234 1,2,3,4 1,2,3,4 1,234
Bit 7 6 5 4 3 2 1 0
Port 8/16/24 7/15/23 6/14/22 5/13/21 4/12/20/28 | 3/11/19/27 | 2/10/18/26 | 1/9/17/25

— The slots transmit link information for each port. This includes:
- Link status: (O - Link down; 1 - Link up)
- Far End Fault status: (0 - No fault; 1 - Fault)
- Port enable status: (0 - Enabled; 1 - Disabled)
- Link mode: (0 - Forwarding; 1 - Blocking)

Bit 7 6 |5 |4 [3 |2 1 0
Meaning Link mode Port Far End Link status
enable Fault

7.2.2 Additional process data

The device has another process data byte, which contains information about the following
actual states:

—  Status of the alarm contacts: (0 - Closed; 1 - Open)
—  Status of the digital inputs: (0 - Low; 1 - High)
— MRP manager status: (0 - Ring OK; 1 - Ring error)

Bit 7 6 5 4 3 2 1 0
Port MRP DI2 |[DI1 |Alarmcontact2 | Alarm contact1

The slots send link information for each port. This includes:
— Link status: 0 - Link down; 1 - Link up

—  Far End Fault status: 0 - No fault; 1 - Fault

— Port enable status: O - Enabled; 1 - Disabled

— Link mode: O - Forwarding; 1 - Blocking

Bit 7 6(5/4|3|2 1 0
Meaning Link Port enable Far End Fault | Link status
mode
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8 Activating and configuring
redundancy mechanisms

You can select Rapid Spanning Tree (RSTP)/Multiple Spanning Tree (MSTP) or Media
Redundancy Protocol (MRP) as the redundancy mechanism. Please note the different
requirements for the topology or redundancy management.

The Rapid Spanning Tree Protocol (RSTP) is used to implement network topologies with
redundant paths and has now become official IEEE standard 802.1w.
Startup consists of two parts that must be executed in the specified order:

1. Enable (R)STP on all switches that are to be operated as active (R)STP components in
the network.

2. Connect the switches to form a meshed topology.
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8.1 Activating and configuring RSTP/MSTP

811 WBM

The Spanning Tree variants can be selected and activated in the "Switch
Station/Redundancy/(Rapid) Spanning Tree/Spanning Tree Configuration" menu. When
using more than one virtual LAN (VLAN) in a network, the Multiple Spanning Tree Protocol
(MSTP) redundancy mechanism defined in IEEE 802.1q is also supported.

FL SWITCH GHS

| Logout |
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=" Redundancy
ey ; ,
S [ —— N
@
Figure 8-1 "Spanning Tree Configuration" web page

Itis sufficient to set the Rapid Spanning Tree status to "Enable” in order to start RSTP using
default settings. Priority values can be specified for the switch. The bridge and backup root
can be specified via these priority values. Only multiples of 4096 are permitted. The desired
value can be entered in the "Priority" field. The value will be rounded automatically to the
next multiple of 4096.

Large Tree Support

If RSTP is operated using the default values, itis suitable for up to seven switches along the

relevant path. The RSTP protocol would therefore be possible in a ring topology for up to 15
switches.

The "Large Tree Support" option makes the ring topology suitable for 28 switches along the
relevant path if RSTP is used. The large tree support option could provide an RSTP ring
topology with up to 57 devices. When using large tree support, please note the following:

— Inthe large tree support RSTP topology, do not use devices that do not support large
tree support.
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— Enable the large tree support option on all devices.

— IfRSTP s to be activated as the redundancy mechanism in an existing network with
more than seven switches along the relevant path, then the large tree support option
must first be enabled on all devices.

— Itisrecommended that large tree support is not activated in networks with less than
seven switches along the relevant path.

Maximum Age of STP Information

The parameter is set by the root switch and used by all switches in the ring. The parameter
is sent to make sure that each switch in the network has a constant value, against which the
age of the saved configuration is tested.

The "Maximum Age of STP Information”, "Hello Time", and "Forward Delay" fields have the
same meaning as for STP. These values are used when this switch becomes a root. The
values currently used can be found under (R)STP General.

Hello Time
Specifies the time interval within which the root bridge regularly reports to the other bridges
via BPDU.

Forward Delay

The forward delay value indicates how long the switch is to wait in order for the port state in
STP mode to change from "Discarding" to "Listening" and from "Listening" to "Learning"
(2 x Forward Delay).

The "Maximum Age of STP", "Hello Time", and "Forward Delay" parameters are
optimized by default upon delivery. They should not be modified.

jmio

8.1.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.15.4 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIWorkDevice(11).flISwitch(15).flSwitchRedundancy(4)

8.1.3 CLI

The settings can be found in the CLI under "show spanning-tree".

CLI user manual: Unknown source of cross-reference.

8.2 Activating MRP

Aring can be created in the network using MRP and a redundant connection provided. Each
ring must contain an MRP manager, all other devices (in the ring) must support the MRP
client function. The ring is created using dedicated ports. The MRP ports must be
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configured in the switch management. When configured correctly, MRP offers a guaranteed
maximum switch-over time of 200 ms.

i Please note that MRP is disabled by default upon delivery.
On the Gigabit Modular Switch, MRP licensing is implemented using the FL SD Flash/MRM
SD card (Order No. 2700270). If no license is present, "MRP Manager" mode will not be
available.

i The license can be inserted and activated later during runtime.

i Removal of the license during runtime is not recommended.

o Only FL SD Flash/MRM cards (Order No. 2700270) from Phoenix Contact can be used

1 for licensing. Formatting the card will result in irrevocable loss of the MRP license.

8.2.1 WBM

The MRP role of this device can be selected and activated in the "Switch
Station/Redundancy/MRP/MRP Configuration" menu.

FL SWITCH GHS
MRP Configuration el
C [hsabile
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=1 General Instructions
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“IDHCP Relay Agent
*_] Ports
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' Bedundancy
* 1] {Rapld) Spanning Tree
=4 MEp
EIMRE Genenal
o
Figure 8-2 "MRP Configuration" web page
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Activating and configuring redundancy mechanisms

Once the role of the switch in the network has been defined, the two ring ports have to be
defined.

When using virtual LANs (VLANSs), the VLAN where the ring ports are located must also be
defined.

8.2.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.10.1 under the following
path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fIWorkDevice(11).flIWorkFirmware(11).fl\WorkFWCtrl(2).flWorkFWC-
trIMRP(10).flWorkFWCtrIMRPConfig(1)

8.2.3 CLI

The settings can be found in the CLI under "show mrp".

CLI user manual: Unknown source of cross-reference
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Activating security mechanisms

9 Activating security mechanisms

The Gigabit Modular Switch offers comprehensive security features, such as password
protection, a security environment, HTTPS, SSH/Telnet, various user access options, and
port security features.

In order to modify parameters, you must be logged into the GHS via login access. After
successfully logging in for the first time, it is recommended that you change your password.

9.1 Changing the user password

911 WBM

The current passwords can be changed and activated in the "General
Configuration/Change Password" menu.
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Figure 9-1 "Change Password" web page

9.1.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.3 under the following
path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxc

FactoryLine(11).flWorkDevice(11).flWorkFirmware(11).flwWorkFWCtrl(2).flWorkFWCtrlPas
swd(3)
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9.1.3 CLI

The settings can be found in the CLI under "config passwords".

CLI user manual: Unknown source of cross-reference

9.2 Security context

Here, the security context of the device can be:

— —Uploaded from the browser to the device

— —Downloaded and saved from the device

- —Regenerated

The security context contains information that is required for secure access to the device.

The security context is generated on initial startup and differs for each individual device. It
contains the following information:

— Certificates for secure access to web management
— SSH host key

For example, if the server certificate ("HTTPS" menu) is installed in the web browser, the
device can be accessed without a browser security warning. Following distribution of the
security context to other devices, equally no warning message is generated by the browser
when attempting to access web management.

o Forgotten your password? Call the Phoenix Contact phone number listed in the Appendix,
| making sure you have the device serial number and MAC address to hand.
o The security context is encrypted with the current valid device password. This means that
1 the security context can only be successfully loaded on the device if the passwords are
the same when downloading and uploading the security context. After uploading a
security context to the device, web management cannot be accessed for a few seconds.
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Activating security mechanisms

9.21 WBM

The security context can be generated and uploaded/downloaded in the "General
Configuration/Management Interfaces/Security Configuration” menu.
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Figure 9-2 "General Security Configuration" web page

9.2.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.20.1.5.3 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fiIwWorkDevice(11).flWorkSecurity(20).flwWorkSecurityCtrl(1).flwWorkSecurityCtrICl
ientAuth(5).flworkSecurityCtrlGenSecurityContext(3)
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9.3 Web server protocol

9.3.1 WBM

The web server can be disabled or you can choose between HTTP or HTTPS in the
"General Configuration/Management Interfaces/HTTP/HTTPS" menu. When the HTTPS
protocol is selected, communication between the WBM pages for the switch and the
browser on your computer is encrypted and can only be established following prior
authentication. The HTTP protocol transmits data in plain text.
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Figure 9-3 "HTTPS" web page

9.3.2 SNMP

For HTTP: The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.1.6 under the
following path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).flWorkFirmware(11).flwWorkFWCtrl(2).flwWorkFWCtriBasic(1).fl
WorkFWCtrIHTTP(6)

For HTTPS: The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.1.12 under
the following path:
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Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIwWorkDevice(11).flWorkFirmware(11).flWorkFWCtrl(2).flWorkFWCtriBasic(1).fl
WorkFWCtrIHTTPSecure(12)

9.3.3 CLI

The settings can be found in the CLI under "ip".
CLI user manual for HTTP: Unknown source of cross-reference

CLI user manual for HTTPS: Unknown source of cross-reference

9.4  Activating Secure Shell/Telnet

94.1 WBM

The use of Secure Shell/Telnet can be activated/deactivated in the "General
Configuration/Management Interfaces/SSH/Telnet" menu. Secure Shell or SSH refersto a
network protocol that can be used to securely establish an encrypted network connection
to a remote computer. This method is often used to retrieve a remote command line on the
local computer, i.e., the outputs from the remote console are output on the local console,
and the local key inputs are sent to the remote computer. The end result is the same as if
you were sat at the remote console.
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Figure 9-4 "SSH/Telnet" web page

9.4.2 SNMP

For SSH: The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.1.13 under the
following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fliwWorkDevice(11).flWorkFirmware(11).fliwWorkFWCtrl(2).flwWorkFWCtriBasic(1).fl
WorkFWCtrISSH(13)

For Telnet: The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.12.3 under
the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIwWorkDevice(11).flWorkFirmware(11).fl\WorkFWCtrl(2).flWorkFWCtrlTelnetGro
up(12).filworkFWCtrlTelnetAllowNewMode(3)

9.4.3 CLI

For SSH: The settings can be found in the CLI under "ip ssh".
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For Telnet: The settings can be found in the CLI under "ip telnet".
For SSH: CLI user manual: Unknown source of cross-reference

For SSH: CLI user manual: Unknown source of cross-reference

9.5 Activating SNMP

951 WBM

The use of SNMP can be activated/deactivated or the protocol version can be selected in
the "General Configuration/Management Interfaces/SNMP" menu.
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Figure 9-5 "SNMP" web page

952 SNMP

For SNMP on/off: The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.1.9
under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIwWorkDevice(11).flWorkFirmware(11).flWorkFWCtrl(2).flWorkFWCtriBasic(1).fl
WorkFWCtrISNMP(9)

For SNMPv3: The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.1.14 under
the following path:
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Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIwWorkDevice(11).flWorkFirmware(11).flWorkFWCtrl(2).flWorkFWCtriBasic(1).fl
WorkFWCLtrISNMPv3(14)

9.5.3 CLI

The settings can be found in the CLI under "snmp-server version".

CLI user manual: Unknown source of cross-reference

9.6 Managing user accounts

Various user roles can be created on the GHS. While an administrator has read and write
access and can therefore configure and parameterize the switch, a guest user only has read
access.

9.6.1 WBM

User accounts can be managed in the "General Configuration/User Account
Management/User Account” menu.
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Figure 9-6 "User Accounts" web page
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9.6.2 SNMP
The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.14 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIWorkDevice(11).flIWorkFirmware(11).fl\WorkFWCtrl(2).flWorkFWCtrlUserConfi
gGroup(14)

9.6.3 CLI

The settings can be found in the CLI under "users".

CLI user manual: Unknown source of cross-reference

9.7 Activating/deactivating port security or
IEEE 802.1x

9.7.1 WBM

The use of port security or the IEEE 802.1x function can be enabled/disabled in the "Switch
Station/Ports/Ext. Port Configuration/General Security Configuration" menu.
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Figure 9-7 "General Security Configuration" web page
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9.7.2 SNMP

The settings for Port Security can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.8.2.5
under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIWorkDevice(11).flIWorkFirmware(11).flwWorkFWCtrl(2).flWorkFWCtrlSecurity (8
).fIWorkFWCtrlSecurityPort(2).fl\WorkFWCtrlSecurityPortEnable(5)

The settings for IEEE 802.1x can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.8.3.1
under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxc
FactoryLine(11).flIWorkDevice(11).flwWorkFirmware(11).fIWorkFWCtrl(2).flWorkFWCtrlSec
urity(8).flworkFWCtrlSecurityDot1x(3).flWorkFWCtrISecurityDot1xPortTable(1)

9.7.3 CLI

The settings for Port Security can be found in the CLI under "configure/port-security".

CLI user manual: Unknown source of cross-reference

The settings for IEEE 802.1x can be found in the CLI under "configure/dot1x".

CLI user manual: Unknown source of cross-reference
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9.8 Configuring 802.1x

9.8.1 WBM

The parameters required for IEEE 802.1x can be set in the "Switch Station/Ports/Ext. Port
Configuration/802.1x Configuration” menu. The recommended parameters are preset.
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Figure 9-8 "802.1x Configuration" web page
9.8.2 SNMP
The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.8.3.1.1 under the
following path:
Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIwWorkDevice(11).flWorkFirmware(11).flwWorkFWCtrl(2).flWorkFWCtrlSecurity(8
).fIWorkFWCtrlSecurityDot1x(3).fIwWorkFWCtrISecurityDot1xPortTable(1).fl\WorkFWCtrlSe
curityDot1xPortEntry(1)
9.8.3 CLI
The settings can be found in the CLI under "configure/ot1x port-control”.
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CLI user manual: Unknown source of cross-reference

9.9 Configuring the RADIUS server

The RADIUS server is used to implement the authentication method according to standard
IEEE 802.1x. This standard provides a general method for authentication and authorization
in IEEE 802 networks. On network access, a physical port of the switch in the LAN
authenticates an external device using an authentication server: the RADIUS server. This
verifies and if applicable permits access to the services offered by the authenticator.

This option of using an authentication server also enables local, unrecognized devices to be
granted access to the network. For example, members of an external service team can log
into a network without the definition of open guest access or similar.

9.9.1 WBM

The RADIUS server can be configured in the "General Configuration/User Account
Management/RADIUS Authentication" menu.
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Figure 9-9 "RADIUS Authentication Server" web page
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9.9.2 SNMP

The settings can be found in the radiusAuthClientMIB under the following path:

Full path: 1.3.6.1.2.1.67.1.2

This MIB is located in the MIB archive, which can be downloaded from the device web
page.

9.9.3 CLI

The settings can be found in the CLI under "configure/radius".

CLI user manual: Unknown source of cross-reference
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9.10 Configuring the RADIUS accounting server

9.10.1 WBM

The RADIUS accounting server can be configured in the "General Configuration/User
Account Management/RADIUS Accounting” menu.
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Figure 9-10 "RADIUS Accounting Server" web page

9.10.2 SNMP

The settings can be found under OID radiusAccClientMIB under the following path:
Full path: 1.3.6.1.2.1.67.2.2

This MIB is located in the MIB archive, which can be downloaded from the device web
page.
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9.10.3 CLI

The settings can be found in the CLI under "configure/radius".

CLI user manual: Unknown source of cross-reference

9.11 MAC-based security

9.11.1 WBM

The necessary parameters can be set in the "Switch Station/Ports/Ext. Port
Configuration/MAC Based Security" menu.
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Figure 9-11 "MAC Based Security" web page

9.11.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.8.2.2.1 under the
following path:
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Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxc
FactoryLine(11).flIwWorkDevice(11).flwWorkFirmware(11).flIWorkFWCtrl(2).flWorkFWCtrlSec
urity(8).flwWorkFWCtrlSecurityPort(2).flwWorkFWCtrlSecurityPortMacTable(2).flWork FWCtrl
SecurityPortMacEntry(1)

9.11.3 CLI

The settings can be found in the CLI under "configure/port-security".

CLI user manual: Unknown source of cross-reference

9.12 Storm control
If you have activated the storm control function, you can specify whether the function should

be activated for all or only individual ports.

You can then specify the data packet values.

9.12.1 WBM

The necessary parameters can be set in the "Switch Station/Quality of Service/Storm
Control" menu.
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Figure 9-12 "Storm Control" web page
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9.12.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.15.6 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fliwWorkDevice(11).flISwitch(15).fISwitchRateCtrl(6)

9.12.3 CLI

The settings can be found in the CLI under "configure/storm-control".

CLI user manual: Unknown source of cross-reference
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10 Activating a VLAN

A VLAN is a closed network, which is separated logically/functionally rather than physically
from the other networks. A VLAN creates its own broadcast and multicast domain, which is
defined by the user according to specified logical criteria. VLANSs are used to separate the
physical and the logical network structure.

— Data packets are only forwarded within the relevant VLAN.
— The members of a VLAN can be distributed over a large area.

The reduced propagation of broadcasts and multicasts increases the available bandwidth
within a network segment. In addition, the strict separation of the data traffic increases
system security.

For the switch, the VLANS can be created statically or dynamically. For dynamic
configuration, the data frames are equipped with a tag. A tag is an extension within a data
frame that indicates the VLAN assignment. If configured correspondingly, this tag can be
added during transmission to the first switch in the transmission chain and removed again
from the last one. Several different VLANS can thus use the same switches/infrastructure
components. Alternatively, termination devices that support VLAN tags can also be used.

10.1 Management VLAN ID

The management of the switch is assigned to VLAN 1 by default upon delivery. In addition,
all ports are assigned to VLAN 1 by default upon delivery. This ensures that the network-
supported management functions can be accessed via all ports.

i Make sure that the switch is always managed in a VLAN that you can also access.
i VLAN ID 1 cannot be deleted and is thus always created on the switch.
° If you delete the VLAN in which the switch is managed, management is automatically
1 switched to VLAN 1.
o The "IGMP Query" function only transmits in the management VLAN and only stops if
there is a better querier in the management VLAN.
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10.2 General VLAN configuration

10.21 WBM

The use of VLANSs can be activated/deactivated in the "Switch Station/VLAN/General
Config" menu.
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Figure 10-1 "General VLAN Config" web page

10.2.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.15.1.5 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fiIwWorkDevice(11).fISwitch(15).fISwitchCtrl(1).fISwitchCtrlVlanTagMode(5)
10.2.3 CLI

The settings can be found in the CLI under "config vian.

CLI user manual: Unknown source of cross-reference
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10.3 Configuring static VLANs

10.3.1 WBM

Static VLANS can be created and the ports assigned accordingly in the "Switch
Station/VLAN/Guided static VLAN Configuration" menu.
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Figure 10-2 "Static VLANs" web page
10.3.2 SNMP
The settings can be found under OID 1.3.6.1.4.1.4346.11.11.15.1.5 under the following
path:
Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fliworkDevice(11).flSwitch(15).fISwitchCtrl(1).fISwitchCtrlVlanTagMode(5)
10.3.3 CLI
The settings can be found in the CLI under "configure/vlan®.
Unknown source of cross-reference
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10.4 VLAN Advanced Config

104.1 WBM

Static VLANSs can be created and the ports assigned accordingly in the "Switch
Station/VLAN/Advanced static VLAN Configuration" menu.
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Figure 10-3 "VLAN Advanced Config" web page
10.4.2 SNMP
The settings can be found under OID 1.3.6.1.4.1.4346.11.11.15.1.5 under the following
path:
Full path: iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).
pxcFactoryLine(11).flwWorkDevice(11).fISwitch(15).fISwitchCtrl(1).flISwitchCtrlVlanTagMo
de(5)
10.4.3 CLI
The settings can be found in the CLI under "configure/vian".
Unknown source of cross-reference
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10.5 VLAN Port Configuration

1051 WBM

Port-specific VLAN settings can be made in the "Switch Station/VLAN/VLAN Port Config"
menu.
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Figure 10-4 "VLAN Port Configuration" web page

10.5.2 SNMP

The settings can be found under OID 1.3.6.1.2.1.17.7.1.4 under the following path:

Full path: iso(1).org(3).dod(6).internet(1).mgmt(2).mib-
2(1).dot1dBridge(17).qBridgeMIB(7).qBridgeMIBObjects(1).dotlgVlan(4)

10.5.3 CLI

The settings can be found in the CLI under "configure/vlan®.

Unknown source of cross-reference
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11 Link aggregation

Make sure that link aggregation is only supported between switches that meet the
requirements of standard IEEE 802.3ad.

o

11.1 Configuring link aggregation

1111 WBM

The use of VLANS can be activated/deactivated in the "Switch Station/Ports/Ext. Port
Configuration/LAG General" menu.
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Figure 11-1 "Link Aggregation" web page
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11.1.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.15.8 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fiwWorkDevice(11).flISwitch(15).fISwitchLagConfig(8)

11.1.3 CLl

The general settings can be found in the CLI under "config/port-channel”.

CLI user manual: Unknown source of cross-reference
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12 Time settings

12.1 Simple Network Time Protocol (SNTP)

The Simple Network Time Protocol (SNTP) is defined in RFC 4330 (SNTP clients in
automation technology) and is used to synchronize the internal system time with any NTP
server, which represents the "timer", i.e., the universal time. The aim is to synchronize all the
components in a hetwork with the universal time and to thus create a uniform time base.

Time synchronization provides valuable assistance when evaluating error and event logs,
as the use of time synchronization in various network components enables events to be
assigned and analyzed more easily.

Clients should therefore only be activated on the most remote devices of an NTP network.
Time synchronization is carried out at fixed synchronization intervals known as polling
intervals. The client receives a correction time by means of an SNTP server, with the packet
runtime for messages between the client and server being integrated in the time calculation
in the client. The local system time of the client is thus constantly corrected. Synchronization
in the NTP is carried out in Universal Time Coordinated (UTC) format.

The current system time is displayed as Universal Time Coordinates (UTCs). This means
that the displayed system time corresponds to Greenwich Mean Time. The system time and
the "UTC Offset" provide the current local time.

The switch supports the use of the SNTP protocol except in client mode, i.e., switches or
other network components only ever receive a time from a time server, but do not transmit
their own times.

— Each client synchronizes its system time with that of an SNTP server

— Time synchronization is carried out at fixed synchronization intervals

— The local system time of the client is thus constantly corrected

— Synchronization is carried out in Universal Time Coordinated (UTC) format
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12.2 Configuring SNTP

122.1 WBM
The use of SNTP can be configured in the "General Configuration/SNTP Configuration”
menu.
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Figure 12-1 "Simple Network Time Protocol Configuration" web page

12.2.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.21.1 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIWorkDevice(11).fiIWorkTimeSynch(21).flWorkTimeSynchSntp(1)
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12.2.3 CLI

The settings can be found in the CLI under "configure/sntp".

CLI user manual: Unknown source of cross-reference

12.3 Configuring the realtime clock

1231 WBM

The use of an internal clock, which continues running in the event of power failure, can be
configured in the "General Configuration/Real Time Clock" menu. The RTC is set
automatically if time information has been received via SNTP.
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Figure 12-2 "Real Time Clock" web page

12.3.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.21.2 under the following path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fiworkDevice(11).flIWorkTimeSynch(21).flwWorkTimeSynchRTC(2)

12.3.3 CLI

The settings can be found in the CLI under "time set".

CLI user manual: Unknown source of cross-reference
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13 Diagnostics

13.1 Configuring system identification

This menu is used to display or modify user-specific device data, e.g., location, device
name or function.

13.1.1 WBM

User-specific device data can be configured in the "General Configuration/System
Identification” menu.
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Figure 13-1 "System Identification" web page

13.1.2 SNMP

The settings can be found under OID 1.3.6.1.2.1.1 under the following path:
Full path: iso(1).org(3).dod(6).internet(1).mgmt(2).mib-2(1).system(1)

13.1.3 CLlI

The settings can be found in the CLI under "hostname”.

CLI user manual: Unknown source of cross-reference

13.2 Configuring traps

Traps are spontaneous SNMP alarm or information messages, which are sent by an SNMP-
compatible device when specific events occur. Traps are transmitted with maximum priority
to various addresses (if required) and can then be displayed by the management station in
plain text. The IP addresses that are to receive these traps (trap targets/receivers) must be
set by the user on the relevant device.
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With the GHS, you can configure the events that are to trigger the sending of a trap as well
as the trap receivers.

13.21 WBM

The use of traps can be configured in the "General Configuration/Trap Configuration" menu.
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Figure 13-2 "Trap Configuration" web page
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13.2.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.3 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fliwWorkDevice(11).fiIWorkTraps(3)

13.2.3 CLI

The settings can be found in the CLI under "configure/sntptrap”.

CLI user manual: Unknown source of cross-reference
13.3 Querying port states
This menu is used to call an overview of all available ports.

13.3.1 WBM

An overview of all ports can be obtained in the "Switch Station/Ports/Port Table" menu.
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Figure 13-3 "Port Table" web page
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13.3.2 SNMP

The settings can be found under OID 1.3.6.1.2.1.17.4.4 under the following path:

Full path: iso(1).org(3).dod(6).internet(1).mgmt(2).mib-
2(1).dot1dBridge(17).dotldTp(4).dotldTpPortTable(4)

13.3.3 CLlI

The settings can be found in the CLI under "show/port-channel".

CLI user manual: Unknown source of cross-reference

13.4 Using port statistics

This view provides detailed statistical information about the volume of data for each
individual port.
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13.4.1 WBM

Port-specific data can be viewed or the counters cleared in the "Switch Station/Ports/Port
Statistics" menu.

FL SWITCH GHS last update: 2:43:40
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Figure 13-4 "Port Statistics" web page

13.4.2 SNMP

The settings can be found under OID 1.3.6.1.2.1.2.2.1 under the following path:

Full path: iso(1).org(3).dod(6).internet(1).mgmt(2).mib-
2(1).interfaces(2).ifTable(2).ifEntry(1)

13.4.3 CLlI

The settings can be found in the CLI under "show/port-channel”.

CLI user manual: Unknown source of cross-reference
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13.5 POF-SCRJ diagnostics

This view provides detailed statistical information about the volume of data for each
individual port.

13.5.1 WBM

Available information about the POF-SCRJ interface modules is displayed in the "Switch
Station/Ports/Port POF Table" menu.

The following states can be displayed under "Transceiver status":
"System hardware does not support diagnosable POF modules" (this hardware does
not support POF-SCRJ diagnostics)

—  "No POF-SCRJ Interface modules present" (no POF-SCRJ module is plugged in)

— "POF-SCRJ Interface module is present and OK" (the system reserve is greater than
2 dB and is displayed under "RX system reserve")

— "POF-SCRJ Interface module is present, but the system reserve is low" (the system
reserve is less than 2 dB, but greater than 0 dB)

— "POF-SCRJ Interface module is present, but the system reserve is exhausted" (no
system reserve available - the received optical power is below the required minimum

value)
[ﬂm FL SWITCH GHS lgst update: 1107
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Figure 13-5 "POF-SCRJ transceiver diagnostics Port Table" web page
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13.5.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.4.2.4 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxc
FactoryLine(11).fiworkDevice(11).flWorkNet(4).flworkNetPort(2).fliwWorkNetPortPofScrijlf
Table(4)

13.5.3 CLI

The settings can be found in the CLI under "show/port-channel".

CLI user manual: Unknown source of cross-reference

13.6 Configuring port mirroring

This menu is used to activate/deactivate and set port mirroring. Port mirroring is used to
passively read input or output data that is being transmitted via a selected port. To do this a
measuring instrument (PC) is connected to the destination port, which records the data, yet
must not itself be activated.

° Trunks grouped to one port via link aggregation cannot be included in the mirroring either
1 individually or as a complete trunk. This applies for use as the mirroring source or
destination.
o A selected port that is used as the destination port only forwards the packets redirected
1 to it from the source ports. It no longer forwards packets that are to be sent directly to this
port. In addition, it no longer forwards received packets to other switch ports.
The availability of the network-based user interfaces of the switch (WEB, SNMP, etc.) is
no longer ensured via this port.
13.6.1 WBM
Port mirroring is configured in the "Switch Station/Ports/Port Mirroring" menu.
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FL SWITCH GHS last update: 10:21:41
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Figure 13-6 "Port Mirroring" web page

13.6.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.15.2 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIWorkDevice(11).flISwitch(15)fISwitchPortMirr

13.6.3 CLI

The settings can be found in the CLI under "configure/monitor".

CLI user manual: Unknown source of cross-reference

13.7 Power over Ethernet (PoE)

This view shows the PoE status of all ports.

13.7.1 WBM

The following states are supported in the "Switch Station/Ports/Port POE Table" menu:
- Noerror

— Errorin the external PoE supply voltage
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— Temperature too high

—  Current limitation activated

— Load disconnected

— The PoE controller does not respond, 48 V supply may be missing
— No PoE interface module inserted in this slot

—  The switch does not support PoE interface modules

— No PoE devices connected to this port

— Port Power over Ethernet Configuration

FL SWITCH GHS las? update; 11:20
[ Loge
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[u]
Figure 13-7 "Power over Ethernet Port Table" web page
13.7.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.4.2.3 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fiworkDevice(11).flwWorkNet(4).flWorkNetPort(2).flworkNetPortPoETable(3)

13.7.3 CLI

The settings can be found in the CLI under "show/poe".

CLI user manual: Unknown source of cross-reference
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13.8 Configuring alarm contacts

This menu is used to activate/deactivate events that are indicated via the alarm contacts.

13.8.1 WBM
The use of alarm contacts is configured in the "Switch Station/Diagnostics/Alarm Contact"
menu.
FL SWITCH GHS Iast update: 12:28:31
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Figure 13-8 "Alarm Contact” web page

13.8.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.7 under the following
path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).flIWorkFirmware(11).fliWorkFWCtrl(2).flwWorkFWCtrlAlarmCon
tact(7)

13.8.3 CLI

The settings can be found in the CLI under "configure/monitor".

CLI user manual: Unknown source of cross-reference
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13.9 Configuring PROFINET alarms

This menu is used to activate/deactivate the events that trigger a PROFINET alarm and to
evaluate the ports where these events occur.

139.1 WBM

The events and ports are configured in the "Switch Station/Diagnostics/Profinet Alarms"
menu.
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Figure 13-9 "Profinet Alarms" web page

13.9.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.9 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).flIWorkFirmware(11).fliwWorkFWCtrl(2).filwWorkFWCtrIProfinet(9)

13.9.3 CLI

The settings can be found in the CLI under "configure/monitor".

CLI user manual: Unknown source of cross-reference
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13.10 Calling the event table

This web page displays events in table format, including the system time.

13.10.1 WBM

The events are displayed in the "Switch Station/Diagnostics/Event Table" menu.
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Figure 13-10 "Event Table" web page

13.10.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.1.14.1 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).flIWorkFirmware(11).fliWorkFWInfo(1).fliwWorkFWInfoEvent(14)
fIworkFWInfoEventTable(1)

13.10.3 CLI

The settings can be found in the CLI under "show/eventlog”.

CLI user manual: Unknown source of cross-reference
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13.11 Displaying the MAC address table

This page displays the MAC addresses of all devices connected to the device according to
their port.
13.11.1 WBM

The MAC addresses of the devices are displayed in the "Switch Station/Diagnostics/MAC
Address Table" menu.
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Figure 13-11 "MAC Address" web page

13.11.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.8.2.2 under the following
path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxc
FactoryLine(11).flIWorkDevice(11).flWorkFirmware(11).fliwWorkFWCtrl(2).flWorkFWCtrlSec
urity(8).fIworkFWCtrlSecurityPort(2).flWorkFWCtrlSecurityPortMacTable(2)

13.11.3 CLI

The settings can be found in the CLI under "show/mac-address-table".

CLI user manual: Unknown source of cross-reference
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13.12 LLDP topology

The switch supports LLDP according to IEEE 802.1ab and enables topology detection of
devices that also have LLDP activated.

13.12.1 WBM

The neighbor information is displayed in the "Switch Station/Diagnostics/LLDP Topology"
menu.
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Figure 13-12 "LLDP Topology" web page

13.12.2 SNMP
The settings can be found under OID 1.0.8802.1.1.2 under the following path:

Full path: iso(1).std(0).is08802(8802).ieee802dot1(1).ieee802dotlmibs(1).ldpMIB(2)

13.12.3 CLI

The settings can be found in the CLI under "show/temperature".

CLI user manual: Unknown source of cross-reference
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14 Quality of Service

14.1 Configuring priority mapping

This menu is used to assign the value of 802.1p priority information of a data packet to a
traffic class according to the specific port.

1411 WBM

The desired assignment can be configured in the "Switch Station/Quality of Service/Priority
Mapping" menu.

FL SWITCH GHS W last update: 14:13:13
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Figure 14-1 "Priority Mapping" web page

141.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.15.6.4 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIWorkDevice(11).flISwitch(15).fISwitchRateCtrl(6).fISwitchDot3FlowControlMod
e(4)

14.1.3 CLI

The settings can be found in the CLI under "configure/classofservice/dot1p priority
mapping".
CLI user manual: Unknown source of cross-reference
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14.2 Activating/deactivating flow control

This menu is used to activate/deactivate flow control.

1421 WBM

Flow control can be activated/deactivated in the "Switch Station/Quality of Service/Flow
Control" menu.
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Figure 14-2 "Flow Control" web page

1422 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.15.6.4 under the following
path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).flSwitch(15).fISwitchRateCtrl(6).flISwitchDot3FlowControlMod
e(4)

1423 CLI

The settings can be found in the CLI under "configure/storm-control flowcontrol".

CLI user manual: Unknown source of cross-reference
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14.3 Configuring storm control

This menu is used to specify the threshold values of the relevant storm control function
according to the specific port and to enable/disable the relevant storm control function.

143.1 WBM

The desired function can be configured in the "Switch Station/Quality of Service/Storm
Control" menu.
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Figure 14-3 "Storm Control" web page

14.3.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.15.6 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fliwWorkDevice(11).flISwitch(15).fISwitchRateCtrl(6)

14.3.3 CLI

The settings can be found in the CLI under "configure/storm-control flowcontrol".

CLI user manual: Unknown source of cross-reference
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14.4 Configuring traffic shaping

This menu is used to specify the bandwidth value as a percentage according to the specific
port.

1441 WBM

The desired assignment can be configured in the "Switch Station/Quality of Service/Traffic
Shaping" menu.

FL SWITCH GH= L s opdade: 1401333
Trafflc Shaping Help
Part All v
Shaping Dandwith T 99 %

=] General Instructions
{7 payvica Information
# ] General Confiquration
= 'er-ﬂtch Station
/e =
EIDHCE Relay Agent
=] Ports
=1 pingnostics
#_1 Radundancy
4 Quality Of Service
;_ll"lil}!h! Mapping
(u

“lStorm Contral
o

Figure 14-4 "Traffic Shaping" web page

1442 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.15.7 under the following path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fiIwWorkDevice(11).flISwitch(15).fISwitchTrafficShaping(7)

1443 CLI

The settings can be found in the CLI under "configure/classofservice/dot1p priority
mapping".

CLI user manual: Unknown source of cross-reference
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15 PROFlenergy *

15.1 15.1 Principle of PROFlenergy

The energy consumption of a production plant depends on the actual time of day and
therefore fluctuates greatly. While energy consumption during production times is 100% or
more, there is only very low energy demand during break periods or on non-operational
days (see Figure 15-1). However, it is not possible to shut down systems centrally during
each break period. This is where PROFlenergy comes in. At the start of the break, a
controller sends a "Start_Pause" command defined in the PROFINET standard and all the
connected devices that can execute this command switch to energy-saving mode. The
display on the Gigabit Modular Switch is dimmed, LEDs of unused ports are switched off,
and further port-specific energy-saving modes are activated. The Gigabit ports are thus
taken down to 100 Mbps or connected PoE devices are switched off completely. Despite
energy-saving mode being activated, communication within the network is still ensured.

100%

60%

Energy consumption

Figure 15-1 Graphical representation of energy consumption

At the end of a break the affected devices exit energy-saving mode and return to the
operating state (see Figure 15-2).
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The conservation of resources and energy efficiency are important topics in modern society
and industry. Therefore despite its high level of performance, the switch is extremely energy
efficient. In order to conserve additional resources, the switch is prepared for operation with
the PROFlenergy profile. Performance and efficiency are now combined.

roady_to_oporate

anargy saving

Figure 15-2 Time curve for the switch on/switch off phases

In order to connect company networks to production networks and meet the requirements
of both, industrial switches must be of the highest performance class. These requirements
demand maximum performance from the technology used, which does not appear
compatible with the features of an energy-saving device that conserves resources. With
regard to energy saving, the device combines "green IT" aspects with industrial
requirements, such as the PROFlenergy concept. This device is therefore able to meet the
requirement for the sustainable conservation of resources.
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15.2 Configuring Energy Saving

This menu is used to configure the influence of PROFIenergy for the specific ports.

Energy Saving Port Configuration tisia
Table

FL SWITCH GHS 12048

Glabal Energy Saving
Status

Intertacs /

Madule Part [ Energy Saving Mode
X9 Switch OF
e
x3/2 ; ¥
M -
X6!6 3 "
EHIE
X /9

K |lgrane v
K6t | e v
XI6/16 | |lgnore
e e
X13/18 | |lgnere

Figure 15-3 Configuring Energy Saving

* The "Energy Saving" function is available in firmware Version >= 1.50.
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15.2.1 WBM

The desired assignment can be configured in the "Energy Saving" menu.

FL SWITCH GH= lasl update: 11:11.58
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Figure 15-4 "Energy Saving Port Configuration" web page

"Switch Off" option: In energy-saving mode, the port and the PoE supply, if applicable, are
switched off.

"Ignore" option: The port is not influenced by energy-saving mode.

15.2.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.11.2.17.1 under the following
path:
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Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fiIwWorkDevice(11).flIWorkFirmware(11).flwWorkFWCtrlIEnergy

15.2.3 CLlI

The settings can be found in the CLI under "configure/interface x/x".
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16 DHCP relay agent
16.1 Configuring the DHCP relay agent

The DHCP relay agent offers two functions:

— Local DHCP requests (e.g., DHCP requests of a termination device that wishes to
obtain an IP address) can be forwarded to a DHCP server located in another IP
subnetwork. This means that it is no longer necessary to maintain a separate DHCP
server in each IP subnetwork.

— Topology information about the location of the termination device that wishes to obtain
an IP address can be forwarded to the DHCP server using DHCP option 82, which is
always active. DHCP option 82 is used by the DHCP server when assigning addresses
to identify the requesting termination device via the corresponding physical switch port.
In the event of device replacement, DHCP option 82 enables the new device to be
assigned the same IP address as the old device due to the physical position in the
network.

Sequence:

Every time the switch receives a DHCP discover/request that has been sent by a
termination device, the switch extends the "DHCP option 82" field and forwards the data
packet to the specific DHCP server. The desired DHCP server should be configured in
WBM on the "DHCP Relay Agent" page.

When routing is activated globally, more than one DHCP server address can be configured
per port for the DHCP relay agent. These additional configurable IP addresses are known
as IP helper addresses and can be configured for each port. In routing mode, links are
available for the IP helper configuration.

The DHCP server can generate a response using option 82 information and can send this
to the relay agent. The switch then removes the DHCP option 82 data from the DHCP server
response and forwards the DHCP response to the termination device that triggered the
request.

Configuration of IP helper addresses

To configure IP helper addresses, click on "Detailed Port Settings" and then on "Helper-IP
Address". Following configuration, the "*" (asterisk) symbol next to a port checkbox
indicates that IP helper addresses have been configured for this port.
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FL-SWITCH-GHS L bt update: 1608 22
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0 ARE dote; To sct a5 8 DHCP Relsy Agent the devics nesds & valid [P-Addess,
¥ Roules fse0 unummmﬂxmm_ﬂﬁmﬁmmum
#1 YLAN Routing
#] YERP NOTE 7 - sl Mar poels oo wdach TE Hiolpor acldross dee condmund
¥ Routor Discovery To configurs 1P Helper Addresses click on Dealled Pore Conflguration,
Figure 16-1 "DHCP Relay Agent" web page in routing mode with configured helper
addresses
Information in the DHCP option 82 field:
The switch extends the VLAN ID in the DHCP option 82 field for the VLAN to which the
termination device is assigned and the switch port to which the termination device is
connected. In addition, the switch enters its own DHCP option 82 remote ID in the field. The
DHCP option 82 remote ID can be configured by the user and contains the IP or MAC
address of the switch.
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16.1.1 WBM

The desired assignment can be configured in the "Switch Station/DHCP Relay Agent"
menu.
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5] Bouber Discoviry

Figure 16-2
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To configurs 1P Helper Addresses click on Dealled Pore Conflguration,

"DHCP Relay Agent" web page in router mode

To configure IP helper addresses, click on "Detailed Port Settings" and then on "Helper-IP
Address". Following configuration, the "*" (asterisk) symbol next to a port checkbox
indicates that IP helper addresses have been configured for this port.

Routing VLAN settings

A routing VLAN becomes a virtual port, which is not listed in the checkbox list of physical
ports. For a routing VLAN, the DHCP server address can only be configured using IP helper

addresses.
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Figure 16-4 "IP Port Helper Address Configuration" web page
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16.1.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.15.5 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).fISwitch(15).flSwitchRelayAgentDhcp(5)

16.1.3 CLI

The settings can be found in the CLI under "ip/dhcp/relay-agent".

CLI user manual: "Config Commands for POE and DHCP Relay Agent in Interface Config
Mode" on page 6-28.

8016_en_00 PHOENIX CONTACT 16-5

° RSPSupply - 1-888-532-2706 - www.RSPSupply.com
RS2 ... http://www.RSPSupply.com/p-14163-Phoenix-Contact-2700787-FL-SWITCH-GHS-12G/8-L3-Modular-Ethernet-Su



FL SWITCH GHS

16-6 PHOENIX CONTACT 8016_en_00

o RSPSupply - 1-888-532-2706 - www.RSPSupply.com
RSP.-...... http:/mww.RSPSupply.com/p-14163-Phoenix-Contact-2700787-FL-SWITCH-GHS-12G/8-L3-Modular-Ethernet-Su



Routing

17 Routing

A license is required in order to use the routing functions. This license is located on an SD
card, which can be ordered using order designation/Order No. FL SD FLASH/L3/MRM,
2700607 To activate and use the routing functions, make sure that:

1. Firmware 2.0 or later is installed on your device
2. You have avalid FL SD FLASH/L3/MRM license

3. You are using one of the following devices: FL SWITCH GHS 4G/12-L3 or FL SWITCH
GHS 12G/8-L3

17.1 Inserting the SD card

Insert the SD card into the card slot according to Figure 17-1.

Figure 17-1 Inserting the SD card

° On the FL SWITCH GHS 4G/12-L3 and the FL SWITCH GHS 12G/8-L3, the necessary
1 Layer 3/routing license is already pre-installed. Activation with SD card is not necessary.
Following installation, the functions described below are available.
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17.2 Global activation/deactivation of routing/VRRP

Both routing and VRRP can be activated or deactivated globally on the "Routing General”
web page.

FL-SWITCH-GHS Ld st updade: 13.06:43
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Figure 17-2 "Routing General" web page

° The routing functions must be activated and configured for each port. Routing interfaces
1 can be individual ports or VLANS that are configured as routing VLANSs. The routing
function must be activated and configured for each port or the routing parameters must be
configured for each routing VLAN.
17.21 SNMP
The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.1.1 under the following
path:
Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIWorkDevice(11).flWorkRouting(23).flWorkRoutinglp(1).flworkRoutinglpRoutin
gMode(1)
17.2.2 CLI
The settings can be found in the CLI under "routing mode".
CLI user manual: Unknown source of cross-reference
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17.3 IP configuration for routing (global)

The global IP settings for routing are made on the "Routing/IP Configuration” page.
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Figure 17-3 "Routing/IP Configuration" web page

ICMP Echo Replies (ping)

Select whether or not ICMP echo requests (pings) from the routing interface of the switch
(e.g., a port with routing enabled and an IP address to which a ping can be sent) are
answered.

ICMP Redirects

Select whether this device may specify an alternative (often "better") route to the destination
to the sender of data packets (hosts).

ICMP Rate Limit Interval

This is the interval in ms during which one ICMP burst maximum is sent. The value 1000
therefore means a maximum of one burst per second. This setting is used, for example, to
prevent Denial of Service (DOS) attacks.

ICMP Rate Limit Burst Size

The maximum number of ICMP packets that are sent per burst. These packets include, for
example, ICMP Destination Unreachable messages. A value of 100 means, for example,
that a maximum of 100 devices per burst (and therefore per ICMP rate limit interval) are
notified via ICMP Destination Unreachable message that they are trying to contact an
unreachable device for which no route is known, for example. This setting is used, for
example, to prevent Denial of Service (DOS) attacks.

17.3.1 SNMP
The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.1.3.1 under the following
path:
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Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIwWorkDevice(11).flwWorkRouting(23).flworkRoutinglp(1).flworkRoutinglpinterfa
ceTable(3).fIwWorkRoutinglplnterfaceEntry(1)

17.3.2 CLI

The settings can be found in the CLI under "ip/routing”.

CLI user manual: Unknown source of cross-reference

17.3.3 IP configuration for routing
(port-specific or VLAN-specific)

The VLAN function must be enabled globally first (see Section 10 "Activating a VLAN").

o

The individual settings for each port are made on this web page. Physical ports or VLANs
(previously configured as routing VLANS) are selected from the drop-down field. The routing
functionality cannot be enabled or disabled here for a routing VLAN, it is always active
because the VLAN has been configured for routing.
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Figure 17-4 "IP Port Configuration" web page
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Routing Mode

Enable/disable routing at this port.

IP Address

Specify the IP address of this port for the relevant subnetwork here. The IP address set here
is used to access the management interface of the switch and can be used as a gateway
address for the connected subnetwork in order to use the routing functionality.

Subnet Mask

Specify the corresponding subnet mask here. Together with the IP address, the subnet
mask defines the connected subnetwork, which is automatically applied in the routing table
of the device. For example, the combination of IP = 172.16.29.1 and netmask =
255.255.255.0 means that the subnetwork with subnet address 172.16.29.0 is connected
to this port or routing VLAN.

Link Speed Data Rate/Bandwidth

For future applications with dynamic routing protocols.

Forward Net Directed Broadcasts

Select whether broadcasts that are addressed to the network broadcast address of the
connected subnetwork are forwarded in the subnetwork or whether they are rejected.

The network broadcast address of the network configured as follows with IP = 172.16.29.1
and netmask = 255.255.255.0 is 172.16.29.255, for example.

Proxy ARP

Allows the switch to respond to certain ARP requests.

If no default gateway has been configured for a client, the client can send an ARP request
to an IP address that is located in a completely different subnetwork (if the client's operating
system supports this). If it recognizes a route in this subnetwork, the switch then answers
the ARP request with its own MAC address and thus dynamically declares a gateway for the
client.

Local Proxy ARP

Select whether local data traffic within a network segment is transmitted directly between
the clients or via the router port of the switch.

If activated, the switch answers all ARP requests of the network segment and therefore
routes all data traffic via its router port.

Destination Unreachables

Select whether feedback is sent to the sender of a data packet if the data packet cannot be
delivered because there is no known route to the destination address.

ICMP Redirects

Select whether this device may specify an alternative (often "better") route to the destination
to the sender of data packets (hosts).
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IP helper address

An IP helper address is the IP address of a server which responds to special requests, such
as DHCP requests, DNS requests, etc. The maximum number is four.

In addition to the globally set server address, the DHCP relay agent also uses the
IP helper addresses.

o

Secondary IP Address (with subnet mask)

Means that more than one subnetwork with a routing interface
(physical port or routing VLAN) can be connected ("multinetting" to support multiple
subnetworks at one port).

The maximum number of secondary IP addresses is 31 per port plus primary IP address
(in total a maximum of 28 ports x 32 subnetworks = 896 subnetworks).

17.3.4 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.2 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIWorkDevice(11).flWorkRouting(23).flWorkRoutingArp(2)

1735 CLlI

The settings can be found in the CLI under "show ip interface".

CLI user manual: Unknown source of cross-reference
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17.3.6  Overview of the router port settings

An overview of the relevant port configuration can be found on the "Routing/IP Port Table"

web page.
FL-SWITCH-GHS b last update: 18:35:23
[ Logaut ]
IP Port Table S
FL SWITEH GHE 1AGH Pant Ranting " Submnen I Helper
Humber Made Adidresses Masks Addresses
100100101 255,255, 2550
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¥ Doviee Information poet-1 Enable 1630100.10.1 | 255.255.2550 Mane
*] Energy Saving piul-4 Erdli [LLENINN] ooon Mo
#(] ganaral configuration post-9 Dizable 0u0.0.0 0.0.000 Mone
#() Bwitch Btation port-10 Disable 0u0.0.0 0.0.000 Mane
=y Routing pod-11 Erdli [LLENINN] ooon Mo
'H'h fing G I pon-12 Dizable 000.0.0 0.0.00 Mane
=l port-13 Disable 0u0.0.0 0.0.000 Mane
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0 po-16 Dizable 0u0.0.0 0.0.00 Mang
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| ARP porf-1H [kl [LLENINN] ooon Mo
¥ Routes pon-19 Dizable 0u0.0.0 0.0.000 Mone
# 2] YLAN Rouli pof-20 Digable .00 0.0.000 Mana
=0 YRRP
® 1 pouter Discovery l Fafrazh J

Figure 17-5 "Routing/IP Port Table" web page

17.3.7 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.1.3 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fiworkDevice(11).flwWorkRouting(23).flworkRoutinglp(1).fliworkRoutinglpinterfa
ceTable(3)

17.3.8 CLI

The settings can be found in the CLI under "show ip brief".

CLI user manual: Unknown source of cross-reference
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17.3.9 Summary of data traffic

A statistical summary of the data traffic can be found on the "IP Statistics" web page. These
statistics present an evaluation of the IP packets in table form. The same data can be read
and used, e.g., for a visualization, from MIB2 via SNMP. The specified data is used
exclusively for data traffic diagnostics and does not reflect the quality of the data traffic
within the device.

E]mll FL-SWITCH-GHS Lilast update; 16:35°%6
CONTALT
— [ Logaut ]
IP Statistics St
FL SWITCH GHS 12064
IpinReceves 13179
[[IHeme IpinHdrEmoes i}
U Gunoral Instructions IptnAddeErrars IG5
*_] Device Informatlon IpFoewDiatagrams 1]
#1 Enargy Saving .
B0y IplnlrkncemProtos o
*_] Switch Statlon IpinDhgicards 1]
=3 _E-‘.nutin-g IpdnDislrors: 8271
]
[ DRouting General IpCuPequests 13218
Sy [ o
=P Canflguration Lol L o
m IpOul Moo 1]
ah'_l'lﬂl.l_hlll! IpReasmTimeoul 1]
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1 IpRaasmReqds o
B P q
¥ ) R IpHhasam s 1]
*_1 ¥LAM Routing IpReasmFails i
1 yERR IpFrag Qs o
# 1 RBouter Discovery
|pF ragF il 1]

Figure 17-6 "IP Statistics" web page

17.3.10 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.1.3.1 under the following
path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fiworkDevice(11).flwWorkRouting(23).flworkRoutinglp(1).flworkRoutinglpinterfa
ceTable(3).flworkRoutinglpinterfaceEntry(1)

17.3.11 CLI

The settings can be found in the CLI under "show ip brief".

CLI user manual: Unknown source of cross-reference
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17.4 ARP configuration for routing

17.4.1 Creating an ARP entry

An entry can be created in the ARP table on the "ARP Create" web page using the

IP address and the MAC address of a device. In order to save time when delivering data
packets, the ARP entries do not have to be requested or renewed dynamically, instead they
can also be assigned statically.

These entries are useful for the MAC addresses of network components that are available
statically in the network, e.g., neighbor routers.

FL-SWITCH-GHS ked Gust opdade: 1H3H 14

Logout

ARP Create
FL SWATCH GHE 1268 Addresses
1B Auddriegs: 1271011612
I MAAC Addninzs (01500 45 24 B9 A
#_] General Instructions
#1 pavice Information

51 Engray Saving
#=_1 General Conflouration
=1 switch Station

Figure 17-7 "ARP Create" web page

17.4.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.2 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fliworkDevice(11).filworkRouting(23).flWorkRoutingArp(2)

1743 CLI

The settings can be found in the CLI under "arp".

CLI user manual: Unknown source of cross-reference
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17.4.4  ARP configuration (global)

The global ARP configuration settings are made on the "ARP Configuration” web page.

FL-SWITCH-GH=Z Lt updadie 1636 36

Logout

ARP Configuration —

FL SWITCH GHS 12G8

Augie Timie {siees) TAn (15 to 21600)

Huirsgonse Tirmae [Siecs) 1 (1 to 10

r: Hame Hislenis 4 0 to 10)
#1 genaral Instructions
W0 Dayice Inlormation
| Diynarnic Renew ) Dhssable =} Enahln
* ] General Conflguration
L gwitch dtation Subrm
:-_ql_g,!“"[m
ﬂlwﬂng Gengral
B ] e
: ‘J ARP
SlARP Create
B

ElARP Table
Figure 17-8 "ARP Configuration" web page

Cachie Sazi h1d B4 to 512)

Age Time

Specifies the time in seconds during which an ARP entry is valid.

Response Time

Specifies the time the switch waits for an ARP response before it repeats the ARP request.

Retries

Number of retries of an ARP request.

Cache Size

Maximum number of ARP entries.

Dynamic Renew

Select whether the switch should automatically attempt to renew the ARP entries when their
Age Time expires.

1745 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.2 under the following path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fiIwWorkDevice(11).flwWorkRouting(23).flwWorkRoutingArp(2)
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17.46 CLI

The settings can be found in the CLI under "arp".

CLI user manual: Unknown source of cross-reference

17.4.7 The ARP table

The "ARP Table" web page displays the ARP table of the switch and offers the option of
deleting ARP entries. Deletion is necessary in order to delete static routes. For example, if
a new device with a new MAC address is used in the system following device replacement,
the previously defined ARP settings must be deleted..

mFHEHIK FL-SWITCH-GHS i last update: 16:36:46
CONTALCT
L i =, Zma
e | ARF Table
FL EWITCH GHS 1268 Total Entry Court 1]
Peaak Total Ertries i}
Eﬂ.!lll‘ﬂ. Aciee Shiftic Enlmes a
#_1 General Instructlons Configured Suatic Entries 1
U pevice Information Maximum Static Entries 16
*1 Energy Saving
By Remaove from Table Mong : ~
5= frnclfnntinncaling All Dynarnic Enries
i gswitch Statlon All Dynamic and Gateway Entrias
=4 Eouting IP Address MAC adidresgpeche Dynarme/Galmsay Enlry
B} . : Specific Static Ent
E [
3] ane
SARP Create
{H]
&)

Figure 17-9 "ARP Table" web page

17.4.8 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.2.10 under the following
path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).flworkRouting(23).flworkRoutingArp(2).flwWorkRoutingArpTa
ble(10)
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17.49 CLI

The settings can be found in the CLI under "show arp".

CLI user manual: Unknown source of cross-reference

17.5 Route configuration

17.5.1 Static routes

All routes that are currently configured can be seen on the "Routing/Routes/Static Routes"
web page and you have the option of creating new routes and deleting existing routes.
Three selection options are available for static routes:

— Default: All packets whose destination network is not configured in other routes are
sent to the default routes.

— Static: A static route is used if a specific network is to be accessed via this route.
— Static Reject: Data packets from this network are not routed.

FL-SWITCH-GH= sl wpdale: 1248 538

Logou

Router Route Entry Create e
FL SWITCH GHS 1250 Reute Typs Static &
Metwork Address
[“JHama Subnel Magk
*1 ganeral Instructions Next Hop IP Address
) Device Information
Prefe | -
+] Energy Saving refiarence {1 o 265
*11 ganeral Configuration
i ree—
=2 Routing
Il
T [
= _] ARP
-3 Houtas

Figure 17-10 "Routing/Routes/Router Route Entry Create” web page

17.5.2 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.1.3 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIwWorkDevice(11).flWorkRouting(23).flworkRoutinglp(1).flworkRoutinglpinterfa
ceTable(3)
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17.5.3 CLI

The settings can be found in the CLI under "route".

CLI user manual: Unknown source of cross-reference

17.5.4 Displaying existing routes

The "Routing/Routes/Static Routes" web page displays all routes that have been created
(see Figure 17-11 on page 17-13). The first four routes, for which no network address or
subnet mask have been specified, are default routes.

FL-SWITCH-GHS ksl updale: 125355
Static Routes A
FL SWITCH BHS 12678 :::‘::: Subnet Mazk Next Hap IF ;h!::;: Hop Preference Remowve
o ooonn 17218181 1 I
'_-'-“_11“! 0.0.0.0 0000 12121212 i r
= General Instructions
B ] ¢ 0.0.0.0 0,000 10.10.10.1 1 r
B Enurgy Saving o ooonn 127171 1 I
* 1 General Conflguration 123 45 67.0 2552552850 123 45 67 254 1 I
] gwitch Station
=14 Rouling i
®lgeuding Genaral [ Subrmit ] | Add Foute ]
E] 1P
0 aRE
24 Boules
[w]
Figure 17-11  "Static Routes" web page
i Created routes cannot be modified, instead they must be deleted and created again.
17.5.5 Displaying routes
The "Static Routes" web page displays all the routes known by the device. The "Best
Routes" web page displays the route with the lowest preference for a destination network.
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17.5.6 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.1.5 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).flwWorkRouting(23).flWorkRoutinglp(1).flworkRoutinglpVianT
able(5)

17.5.7 CLI

The settings can be found in the CLI under "show routes".

CLI user manual: Unknown source of cross-reference

17.6 VLAN routing

The VLAN function must be enabled globally first (see Section 10 "Activating a VLAN").

o

In a VLAN, several ports, to which devices are connected, are linked together.
Communication between the devices of a VLAN takes place on Layer 2. If data packets are
routed to a network segment other than the local VLAN, VLAN routing is required. A routing
IP address and subnet mask are assigned to a VLAN port.

Routing VLANSs can only be set up if corresponding VLANSs have first been configured as
Layer 2 VLANSs in the "Switch Station" menu.

e
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FL-SWITCH-GH= Li laest wpdate: 163851
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Figure 17-12  "VLAN Routing Configuration" web page

17.6.1 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.1.5 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).flwWorkRouting(23).flwWorkRoutinglp(1).flworkRoutinglpVlanT
able(5)

17.6.2 CLI

The settings can be found in the CLI under "vlan routing".

CLI user manual: Unknown source of cross-reference
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17.6.3 Displaying the VLAN routing configuration

All configured routing VLANS are listed on the "VLAN Routing Table" web page.

FL-SWITCH-GH= Li laest wpdate: 163851
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Figure 17-13 "VLAN Routing Table" web page

17.6.4 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.1.5 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).flIwWorkRouting(23).flIWorkRoutinglp(1).flworkRoutinglpVianT
able(5)

17.6.5 CLI

The settings can be found in the CLI under "vlan routing".

CLI user manual: Unknown source of cross-reference
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17.7 Virtual Router Redundancy Protocol (VRRP)

With VRRP, two or more physical routers are combined to create a virtual router. The virtual
router has an IP and MAC address which are used for communication. If one of the physical
routers fails, the virtual addresses of another router are used. For this, one of the routers in
the group is defined as the master.

i Please note that VRRP must be enabled globally (see Figure 17-2 on page 17-2).
FL-SWITCH-GHS b st update: 1639 24
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Figure 17-14

VRID and Port/Create

Craaie '

"Virtual Router Configuration" web page

Create a new virtual router by selecting "Create" or select an existing virtual router.

VRID

ID of the virtual router.

Port Number

Specifies the port that belongs to the virtual router.

VRRP Mode

Select whether VRRP should be active.
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Pre-empt Mode

Select whether the master function should be applied if the local priority is found to be higher
than the master priority.

Configured Priority

Specify the priority of this router in a VRRP group. The higher the value the higher the
priority. Value range from 1 to 254.

A value of 255 is set automatically if the IP address of the port matches that of the virtual
router.

Advertisement Interval (secs)

Specify in seconds how frequently the router should send a sign of life.

Port IP Address
IP address of this port.

IP Address

Virtual IP address as the communication IP for the virtual router.

Virtual MAC Address

Virtual MAC address as the communication MAC for the virtual router.

Authentication Type

This parameter specifies the type of authorization.

Authentication Data

This value contains the password if "Simple" has been specified as the authentication type.

1771 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.3 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).flWorkRouting(23).flWorkRoutingVrrp(3)

17.7.2 CLI

The settings can be found in the CLI under "ip vrrp".

CLI user manual: Unknown source of cross-reference
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17.8 Displaying VRRP groups

All configured VRRP groups are listed on the "Virtual Router Table" web page.

FL-SWITCH-GHS b st update: 1639 24
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Figure 17-15 "Virtual Router Table" web page

17.8.1 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.3 under the following path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).flWorkRouting(23).flWorkRoutingVrrp(3)

17.8.2 CLI

The settings can be found in the CLI under "show ip vrrp".

CLI user manual: Unknown source of cross-reference
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17.8.3 Summary of VRRP data traffic

A statistical summary of the VRRP data traffic can be found on the "Virtual Router Statistics"
web page. This page can provide an initial indication of possible network errors.

FL-SWITCH-GHS b st update: 1639 24
Virtual Router Statistics SEE
FL SWITCH GHS 12G/@ Fouter Checkswm Ermrors L
Fouter Yersion Emors 0
DHN’I’H Huouler WHID Ernors 1]
=) genaral Instructions Mo Winual Rower Interfaces
Ayadable

S0 Durvice Intormalion
#_] Energy Saving
1 general Configuration
#1 gwitch Station
4 Routing
"ilhl:-lulllng General
®] 1P
:C‘__' _ﬁﬂﬂ
H_) Boutes
1 YLAN Routing
:"T'Mnunl Roater Cfg
[

Al

*_] Router Discovery

Figure 17-16  "Virtual Router Statistics" web page

17.8.4 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.3 under the following path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flworkDevice(11).flWorkRouting(23).flWorkRoutingVrrp(3)

1785 CLI

The settings can be found in the CLI under "show ip vrrp".

CLI user manual: Unknown source of cross-reference
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17.9 Router Discovery

The ICMP Router Discovery Protocol (IRDP) enables clients in the network to locate
existing routers. To do this, the router sends what are known as router advertisements and
router solicitation messages from its interfaces. These messages are sent as ICMP
packets.

The advertisements are sent to multicast address 224.0.0.1. The clients send the
solicitations to multicast IP 224.0.0.2.

FL-SWITCH-GH= Ld Lt wpdate: 16 2008
Logou
Router Dizcovery Configuration Haia
FL SWITCH GHS 12G40 Poet Murnber port-1 |
[JHome Advertise Mode 0 Disakle =1 Enalili
* general Instructions Aabviti Addrisss FN001
# Deviee Intonmation Maximum Advertise Intenval
*_1 Energy Saving [ L)
*1 general Configuration Mimimum Advertise Inensl ;
B . secs) 4511 (3 - Max Adv Intarval)
=4 Routing Advertise Lifetime (secs) 1800 {liam Aude Intiznl - SO000)
Elgai s 5
@ :_1 I Frolenence Liol ?12!4]{-[-54!) (2147483638 1o
F_1 ARD
=] Boules
#_] MLAN Routing [ Subiit
=_1 YRRP
S Router Discovery
:.I'I

Figure 17-17 "Router Discovery Configuration" web page

Port Number

Select the physical ports.

Advertise Mode

Select whether the Router Discovery Protocol should be activated.

Advertise Address

Address to which the router information is sent. Possible addresses are multicast address
224.0.0.1 and broadcast address 255.255.255.255.

Maximum Advertise Interval

Maximum time between two items of router information.

Minimum Advertise Interval

Minimum time between two items of router information.
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Advertise Lifetime (secs)

Lifetime of the router information.

Preference Level

Indicates the priority of the router compared to other routers in the same subnetwork. Higher
values are preferred.

17.9.1 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.1.4 under the following
path:

Full path:

iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).flIwWorkDevice(11).flwWorkRouting(23).flworkRoutinglp(1).flworkRoutinglpRouter
DiscoveryTable(4)

179.2 CLI

The settings can be found in the CLI under "ip irdp".

CLI user manual: Unknown source of cross-reference
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17.9.3 Summary of the Routing Discovery Protocol

A summary of the ports for which the Routing Discovery Protocol is activated can be found
on the "Router Discovery Table" web page.

FL-SWITCH-GH= Lol wpidale 182015
Logou

Router Discovery Table e
FL SWITCH GHS 1264 Fuoit Lubvertise Mode Advertise Adidiess Freteremce Level
port-1 Dizshle 2240041 L1}
parl-2 [zl Fauo 1]
[ElHome port-3 Disable 224001 o

#(1 ganaral Instructions

= port-4 Dizable 2240000 1]
18 __I parl4 [zl Fauo 1]
Mj Ensray Saving port-10 Disable 224001 o
®Cy , por-11 Dizshle 224001 i}
1 8witch Station
By - por-12 Dizable 224.0,04 L1}
= r-13 Dizahl 2240000 1]
“IRowing General i aesle
) e parl-14 [zl Fauo 1]
=) ARP pon-15 Dizable 224.0041 ]
¥ ) Eoutas port-16 Dizable 2240000 1]
E::_I ¥LAN Houting parl-17 Dlissabilie 4001 1]
=
;3' VRRR port- 18 Disable 224001 o
A Eouter Discovary "
&) ) por-13 Dizshle 2240041 L1}
El parl- A [zl Fauo 1]

"Router Discovery Table" web page

17.9.4 SNMP

The settings can be found under OID 1.3.6.1.4.1.4346.11.11.23.1.4 under the following
path:

Full path:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).phoenixContact(4346).pxcFactor
yLine(11).fiIwWorkDevice(11).flwWorkRouting(23).flWorkRoutinglp(1).flwork-
RoutinglpRouterDiscoveryTable(4)

1795 CLlI

The settings can be found in the CLI under "show ip irdp".

CLI user manual: Unknown source of cross-reference
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18 Multicast filtering

18.1 Basics

Multicast Multicast applications, unlike unicast applications with point-to-point communication, do not
transmit their data with the MAC address of the destination, but with an independent
multicast group address. Always using wireless communication, a station transmits one
data packet that is received by one or more receiving stations.

Advantages:

1 If, forexample, a data packet of a transmitter is to be transmitted to eight receivers, the
same packet does not have to be sent eight times to the addresses of all eight devices.
Instead it only needs to be sent once to the address of the multicast group that includes
the eight devices.

2 When using multicast communication and filtering, the bandwidth requirement for data
transmission is reduced because each packet is only transmitted once.

A maximum of 128 multicast groups can be created automatically for IGMP snooping. In
addition, a maximum of 20 static groups can be created.

e

18.2 Enabling the web pages for multicast filtering in
WBM

Activate WBM for the switches, e.g., using Factory Manager. Switch to the "General
Configuration" menu, then the "User Interfaces" page. Activate "Multicast Filtering" and
confirm by entering your password.

When activating "Multicast Filtering" under "General Configuration/User Interfaces”, the
multicast mechanism is not activated. In the WBM menu, the "Multicast" page - under
which the function can be configured and activated - is enabled.

e

18.3 Static multicast groups

Static multicast groups must be created manually on every switch and all ports that are used
to contact group members need to be added. The advantages of static groups are:

1 Easy specification of network paths on which the multicast data traffic of known groups
is limited.

2 No querier required (see "Query" on page 18-7).

The following marginal conditions must be observed:

— Precise network documentation for path specification is required.

— Possible redundant paths due to Spanning Tree must be taken into account during port
assignment.

— For network modifications and during servicing or expansion, the multicast data paths
must be restored.
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18.3.1  "Current Multicast Groups" web page

The table on this web page provides an overview of the current multicast groups created on
this MMS. These include multicast groups that are assigned as a result of IGMP snooping
and groups that are statically created.

Current Multicast Groups
VID Group Address Group Membership
1 01:00:5e:00:15:08 Ports 1-8 FEFFEEEE

1 01-00:5:00:19:21 Ports 1-8 FECEEFMFW
3 01-00:5e:00:18:2d Ports 1-8 FEOCEEEEE
7 01-00:5e:00: a5: a8 Ports 1-8 FFEFCECEFMENE

Note: This web page will be refreshed in 15 sec automatically (change the
interval at the web page Senvices)

Figure 18-1 "Current Multicast Groups" web page

These checkboxes indicate which port has been assigned to each individual group.

Please note that all multicast groups that are known to the switch, including the
dynamically detected groups that were not created manually, are shown on this web

page.

e

The overview for group membership is based on the "dotlgTpGroupTable" SNMP group.
This table contains all groups (static entries and IGMP) and their members.

18.3.2 Creating static multicast groups

This web page is used to create and manage statically configured multicast groups. In order
to create a multicast group, enter the MAC address provided (see "Multicast addresses" on
page 18-4) for the multicast group in the "Multicast Group Address" field, add the ports of
the data paths to the group members, and confirm these entries by entering a valid
password. If a group address is entered as an IP address, the IP address is converted into
a multicast MAC address according to the specifications of IEEE 802.1 D/p.

Overwriting a dynamic group with a static configuration means that a new port assignment
for this group cannot be created dynamically. Port assignment for this group can only be
started dynamically once the group has been deleted.

Conversion The guidelines for converting a multicast IP addresses into a multicast MAC address require
the mapping of different IP groups to the same MAC group. Avoid the use of IP groups:

— That do not differ in the first and second byte from the right
—  That differ by 128 in the third byte from the right
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Where the fourth byte from the right is always replaced by 01:00:5e during conversion. See
example below:

Because of the conversion from IP to MAC addresses, you should avoid using IP
addresses that differ by 128 in the third byte from the right. Example:

)

3rd byte from
the right

1st multicast IP address: 228 .[&l. 117 . 216
2nd multicast IP address: 230 .k, 117 . 216

Difference 128

Both multicast IP addresses are converted into the multicast MAC address
01:00:5e:1e:75:d8.

The group is added to the list of existing static multicast groups. This list, which is displayed
in a list box, is referred to as "dotlqStaticMulticastTable" in SNMP.

Settings are not automatically saved permanently. The active configuration can be saved
permanently by selecting "Save current configuration" on the "Configuration
Management" web page.

e

Port assignment After entering a new group in the "Multicast Group Address" field, add the ports of the group
members by selecting the corresponding checkboxes. Confirm by entering your password
and clicking on "Apply".
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Modifying
assignment

Checking group
assignment

Incorrect format

Select the corresponding group in the "Select Group" list box to modify or delete the port
assignment. The group members are indicated by activated checkboxes and can be
modified, if required. An action is completed by entering a password and clicking on "Apply"
or "Delete".

Static Multicast Groups

wid 0007 | group 01:00:5e:00:18:08
wid 0007 | group 01:00:52:00:19:21
wicl 0003 | group 01:00:5e:00:18:2d

svic 0007 | group 01:00:5e:00:8

Select Group

YLAN ID [7=]

[01:00:5e:00:58:08
T A il I 2 i
I A 0 il I 2 i

Flease enter the AT address of a muwiticast group in the format

The address of an [P Multicast Group can be an [P address In dotted format in
the range from 224.0.0.0 to 230,285 255 255 or 2 AT address in the range
frawn 0F:00:8E:00:00:00 up to 01.00:5E: TF.FF: FF aeparated by colons.

A mnlticast IP address will be transiated into & multicast MAC address
autamatically, Mac Addresses in the range fram 07.00:56:80:00:00 up to
04:00:5EFF.FF:FF will not be allowed to avoid input mistakes.

Far liriting the wisthilty of profinet dewvices in the network create a multicast
group for profinet dop identify requests with the mac address

O :0E:CF:00:00:00.

Logout Applyl Celete |

Figure 18-2

Multicast Group Address

Ports 1-8
Ports 9-16

"Static Multicast Groups" menu

In order to check which ports are assigned to which group, select one of the existing groups.
The corresponding MAC address is then displayed in the "Multicast Group Address" text
field. The members of the group are indicated by the activated checkboxes.

Multicast addresses
Do not use multicast MAC addresses that are in the range from 01:00:5e:80:00:00 to
01:00:5e:FF:FF:FF.

An incorrect MAC address format and the entry of "non-multicast addresses" is indicated
and the entry is not permitted.

e

Please note that in multicast MAC addresses the bytes are separated by a colon (:) and
in IP multicast addresses are separated by a full stop (.).

18.3.3  Procedure for creating a multicast group

Gain an overview of the multicast applications available within the network and the multicast
addresses used. Create a group for every multicast application or for the multicast address
used, and for each switch add the ports to which a device of the appropriate group is directly
connected or via which the device can be accessed.
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Example In the following table, the ports (for each switch) to which the receivers of the multicast data
are connected are indicated with an "X". See example configuration Figure 18-3 on
Page 18-6.
Table 18-1 Multicast port assignment to the switches
Switch 1 Switch 2 Switch 3 Switch 4 Switch 5 Switch 6 Switch 7
Port 1
Port 2 X X X X X X X
Port 3
Port 4 X X
Port 5 X
Port 6 X
Port 7 X
Port 8 X X
o Please note that possible redundant paths resulting from Rapid Spanning Tree must be
1 taken into consideration for multicast group creation.
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Figure 18-3 Configuration example

Possible redundant paths resulting from Rapid Spanning Tree must be taken into
consideration for multicast group creation.

)
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18.4 Dynamic multicast groups

18.4.1 Internet Group Management Protocol (IGMP)

IGMP on Layer 3 The Internet Group Management Protocol describes a method for distributing information
via multicast applications between routers and termination devices at IP level (Layer 3).

When starting a multicast application, a network device transmits an IGMP membership
report and thus announces its membership of a specific multicast group. A router collects
these membership reports and thus maintains the multicast groups of its subnetwork.

Query Atregular intervals, the router sends IGMP queries. This prompts the devices with multicast
receiver applications to send another membership report.

The "IGMP Query" function only transmits in the management VLAN and only stops if
there is a better querier in the management VLAN.

e

The router enters the IP multicast group address from the report message in its routing
table. This means that frames with this IP multicast group address in the destination address
field are only transferred according to the routing table. Devices that are no longer members
of a multicast group log out with a leave message (IGMP Version 2 or later) and no longer
send report messages.

The router also removes the routing table entry if it does not receive a report message within
a specific time (aging time). If several routers with active IGMP query function are connected
to the network, they determine among themselves which router performs the query function.
This depends on the IP addresses, as the router with the lowest IP address continues to
operate as the querier and all the other routers no longer send query messages. If these
routers do not receive a hew query telegram within a specific period of time, they
themselves become queriers again. If there are no routers in the network, a suitably
equipped switch can be used for the query function. Please note that the MMS/MCS only
operates as the IGMP querier in the management VLAN.

IGMP shooping A switch which connects a multicast receiver with a router can read and evaluate IGMP
information using the IGMP snooping method. IGMP snooping translates IP multicast group
addresses into multicast MAC addresses, so that the IGMP function can also be detected
by Layer 2 switches. The switch enters the MAC addresses of the multicast receivers, which
were obtained from the IP addresses by IGMP snooping, in its own multicast filter table.
Thus the switch filters multicast packets of known multicast groups and only forwards
packets to those ports to which corresponding multicast receivers are connected.

IGMP snooping can only be used on Layer 2 if all termination devices send IGMP
messages. The IP stack of multicast-compatible termination devices with applications
linked to a multicast address automatically sends the relevant membership reports.

IGMP snooping operates independently of the Internet Group Management Protocol
(IGMP).
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18.4.1.1 Extended multicast filtering

If IGMP snooping is active, multicast data streams are also detected for which no
membership reports of possible recipients are registered. For these multicasts, groups are
created dynamically. These multicasts are forwarded to the querier, i.e., the querier port is
entered in the group.

If the switch itself is the querier, these multicasts are blocked.

18.4.2 "General Multicast Configuration” web page

This web page provides global settings for multicast support. Here, IGMP snooping can be
activated and an aging time can be specified for IGMP snooping information.

General Multicast Configuration

IGMP Snaoping () Disahle () Enable
IGMP Snoop Aging 300 s (30s up to 3500s)
@ Disable
IGMP Cluery O Wersian 1
O “ersian 2
IGMP Query Interval 125 s (105 up to 3600s)

Enter passward Apply

Figure 18-4 "General Multicast Configuration" web page

IGMP Snooping

In IGMP snooping, the switch passively listens in on the IGMP messages that are sent over
the network and dynamically creates the appropriate groups. The groups are not saved and
will be lost during every power down or when the snooping function is switched off.

IGMP Query

An MMS/MCS with activated query function actively sends queries at "query intervals" and
evaluates the received reports. The MMS/MCS only sends IGMP query reports if IGMP
snooping is enabled and only in the management VLAN.
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19 Technical data and ordering data

19.1 Technical data

General data
Function

Switch principle
Address table
SNMP

Transmission capacity per port
64-byte packet size, half duplex

Supported MIBs

Housing dimensions (width x height x depth) in mm
Head station
Permissible operating temperature
Permissible storage temperature
Degree of protection
Protection class according to EN 61131-2, IEC 61131-2
Laser protection - fiber optic interface modules
Humidity
Operation
Storage
Air pressure
Operation
Storage
Mounting position
Connection to protective earth ground

Weight of head station

Supply voltage (US1/US2 redundant)
Connection

Nominal value

Permissible voltage range

Test voltage

Typical current consumption on US at 24 V DC

Typical power consumption

Interfaces at the head station
Number of slots for interface modules
Connection medium

Number of Ethernet ports

Gigabit Modular Switch; conforms to standard IEEE 802.3
Store-and-forward

16,000 MAC addresses

Version 1, 2, 2c, and 3

At 10 Mbps: 14,880 pps (packets per second)
At 100 Mbps: 148,800 pps
At 1000 Mbps 1,488,000 pps

MIB Il, RMON MIB, Bridge MIB, If MIB, Etherlike MIB, and Phoenix Contact
private SNMP objects

287 x 125 x 115 (depth from top edge of DIN rail)
-20°C to +55°C

-20°C to +70°C

IP20, DIN 40050, IEC 60529

3

Class 1 according to EN 60825-1

10% to 95%, no condensation

10% to 95%, no condensation

80 kPa to 108 kPa, 2000 m above sea level
70 kPa to 108 kPa, 3000 m above sea level
Perpendicular to a standard DIN rail
Snapped onto a grounded DIN rail

2700 g, typical

Via COMBICON; maximum conductor cross section = 2.5 mm?
24V DC (SELV/PELV)

18.5V DCt030.5VDC

500 V DC for one minute

0.8 ... 2.5 A/2.7 A, depending on configuration
(extensions/interface modules)

19.2 W ... 60 W/65 W, depending on configuration
(extensions/interface modules); see example on Page 19-5

4

Via interface modules, flexible media support
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Interfaces at the head station (Fortsetzung)

FL SWITCH GHS 12G/8 head station

FL SWITCH GHS 4G/12 head station

V.24 (RS-232) communication interface
Connection format
Floating alarm contact
Number
Voltage
Current carrying capacity
Digital inputs
Number
Voltage for sensor supply

Current

Interfaces on the extension module

Number of slots for interface modules
Connection medium

Number of Ethernet ports

System interface for extension module

Transmitted signals

RJ45 interfaces via FL IF ...
Number
Connection format

Connection medium

Cable impedance
Transmission speed

Maximum network segment expansion

4 x Gigabit fiber optic ports in SFP format
8 x Gigabit copper ports in RJ45 format
8 x 100 Mbps ports via FL IF interface modules

4 x Gigabit fiber optic ports in SFP format or Gigabit copper ports in RJ45
format

4 x 100 Mbps copper ports in RJ45 format

8 x 100 Mbps ports via FL IF interface modules

Mini-DIN female connector

2
24V DC

100 mA, maximum

2
24V DC

100 mA, maximum

4
Via interface modules, flexible media support
8

Incoming system bus interface

Supply voltage, control signals, data

2
8-pos. RJ45 female connector on the module

Twisted-pair cable with a conductor cross section of
0.14 mm? to 0.22 mm?

100 Ohm
10/100 Mbps
100 m

RJ45 interfaces — Power over Ethernet IEEE 802.3af via FL IF ...

Number
Connection format

Connection medium

Cable impedance

Transmission speed

Maximum network segment expansion
Connection of the PoE supply
Nominal value

Permissible voltage range

2
8-pos. RJ45 female connector on the switch

Twisted-pair cable with a conductor cross section of
0.14 mm? to 0.22 mm?

100 Ohm

10/100 Mbps

100 m

Via COMBICON; maximum conductor cross section = 2.5 mm?
48V DC (SELV/PELV)

455V DCto 53V DC
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RJ45 interfaces — Power over Ethernet IEEE 802.3af via FL IF ... (Fortsetzung)

Test voltage
Maximum current consumption on US at 48 V DC

Typical power consumption

Ethernet interface (SC) — Multi-mode via FL IF ...
Number
Connection format

Wavelength

Laser protection

Minimum transmission length including 3 dB system reserve

(Average) dynamic transmission power (fiber type) in link mode
Minimum
Maximum
Static transmission power (fiber type)
Minimum
Maximum
Minimum receiver sensitivity
Maximum overrange

Transmission speed

Ethernet interfaces (SC) — Single mode via FL IF ...
Number

Connection format

Wavelength

Laser protection

Minimum transmission length including 3 dB system reserve

(Average) dynamic transmission power (fiber type) in link mode
Minimum
Maximum

Minimum receiver sensitivity

Maximum overrange

Transmission speed

500 V AC for one minute
900 mA
40 W

2

SC duplex female connector on the switch
1300 nm

Class 1 according to DIN EN 60825-1:2001-11

6.4 km fiberglass with F-G 50/125 0.7 dB/km F1200
2.8 km fiberglass with F-G 50/125 1.6 dB/km F800
10 km fiberglass with F-G 62.5/125 0.7 dB/km F1000
3.0 km fiberglass with F-G 62.5/125 2.6 dB/km F1000

-23.5 dBm (50/125 pm)/-20 dBm (62.5/125 pm)
-14 dBm (50/125 um)/-14 dBm (62.5/125 pm)

-20.5 dBm (50/125 pm)/-17 dBm (62.5/125 pum)
-11 dBm (50/125 pm)/-11 dBm (62.5/125 pum)
-31 dBm (dynamic)/-28 dBm (static)

-14 dBm (dynamic)/-11 dBm (static)

100 Mbps

2

SC duplex female connector on the switch
1300 nm

Class 1 according to DIN EN 60825-1:2001-11

36 km fiberglass with F-G 9/125 0.36 dB/km
32 km fiberglass with F-G 9/125 0.4 dB/km
26 km fiberglass with F-G 9/125 0.5 dB/km

-15.0 dBm (9/125 pm)
-8.0 dBm (9/125 pum)
> -31 dBm (9/125 pm)
> -7 dBm (9/125 um)
100 Mbps

Ethernet interfaces — SCRJ with optical diagnostics via FL IF ...

Number

Connection format
Data transmission rate
Wavelength

Laser protection

Minimum cable length

2 (FL IF 2POF SCRJ-D)

SC-RJ female connectors on the interface module

10/100 Mbps (100 Mbps according to PROFINET standard)
660 nm

Class 1 according to DIN EN 60825-1

im
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Ethernet interfaces — SCRJ with optical diagnostics via FL IF ... (Fortsetzung)

Transmission length including 3 dB system reserve 50 m polymer fiber with F-K 980/1000 230 dB/km at 10/100 Mbps, maximum
100 m HCS fiber with F-S 200/230 8 dB/km at 100 Mbps, maximum

(Average) dynamic transmission power (fiber type) in link mode

Minimum -8.0 dBm (980/1000 pm)
(Average) dynamic receiver sensitivity (fiber type) in link mode

Minimum -23.0 dBm (980/1000 pm)
Optical overrange 1.0 dBm (980/1000 pm)

Cable lengths

Twisted pair 100 m
Polymer fiber (POF) Depenqs_ on the interface module
1 m, minimum
HCS Depends on the interface module
Fiberglass 1300 nm (multi-mode) 6400 m with fiberglass with F-G 50/125 0.7 dB/km F1200

2800 m with fiberglass with F-G 50/125 1.6 dB/km F800
10,000 m with fiberglass with F-G 62.5/125 0.7 dB/km F1000
3000 m with fiberglass with F-G 62.5/125 2.6 dB/km F600

Fiberglass 1300 nm (single mode) 36,000 m with fiberglass with F-G 9/125 0.36 dB/km
32,000 m with fiberglass with F-G 9/125 0.4 dB/km
26,000 m with fiberglass with F-G 9/125 0.5 dB/km

Mechanical tests

Shock test according to IEC 60068-2-27 Operation: 25g, 11 ms period,
half-sine shock pulse
Storage/transport: 50g, 11 ms period,
half-sine shock pulse

Vibration resistance according to IEC 60068-2-6 Operation/storage/transport: 5g, 10 - 150 Hz, Criterion 3
Free fall according to IEC 60068-2-32 im

Conformance with EMC Directives

Noise emission according to EN 55011 Class A

Warning:
The limit values of the electromagnetic noise emission according to EN 55011, Class A are only observed by the module if it is installed in a grounded metal
control cabinet.

Radio interference field strengths according to EN 55022 Class A

Electrostatic discharge (ESD) according to EN 61000-4-2 Class 3; Criterion B
Electromagnetic fields according to IEC 61000-4-3 10 V/m; Criterion A
Conducted interference according to IEC 61000-4-6 10 VRws; Criterion A

Fast transients (burst) according to IEC 61000-4-4 Data lines: 1 kV; Criterion A

Power supply lines: 2.2 kV; Criterion B

Surge voltages according to IEC 61000-4-5 Data lines: £1 kV asymmetrical; Criterion B
Power supply lines: 0.5 kV symmetrical/asymmetrical; Criterion B

19.1.1 Revision history of this user manual

Differences between this version and previous versions
Rev. 00 - First version

Rev. 01: DHCP relay agent, routing, devices, and display codes added
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19.2 Typical current consumption - GHS (example)

Typical module current consumption

FL SWITCH GHS [1] 400 mA

FL FXT [2] 350 mA

FLIF 2TX VS-RJ ... [3] 0mA

FL IF 2HCS 100 ... [4] 100 mA

FL IF 2FX (SM) SC or ST ... [5] 200 mA

FL IF 2PSE ... 30 mA (from GHS, additional 850 mA, maximum from external 48 V PoE
supply)

FL IF 2POF SCRJ-D 200 mA

Example structures

Station with 2 FX modules and 2 TX modules
350 mA [1] + (2 x 200 mA [5]) + (2 x 0 mA [3]) = 750 mA
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FL SWITCH GHS

19.3 Ordering data

19.3.1 Ordering data - GHS

Products
Description Order designation Order No. Pcs. / Pkt.
Gigabit Modular Switch FL SWITCH GHS 12G/8 2989200 1

FL SWITCH GHS 4G/12 2700271
Gigabit Modular Switch with integrated Layer 3 function FL SWITCH GHS 12G/8-L3 2700787
FL SWITCH GHS 4G/12-L3 2700786

Extension module with four slots for eight ports FL FXT 2989307 1
Plug-in parameterization memory with MRP manager function, FL SD FLASH/MRM 2700270 1
256 MB SD Flash
Plug-in parameterization memory, 256 MB SD Flash FL SD FLASH 2988120 1
SFP slot module in SFP format - multi-mode FL SFP SX 2891754 1
SFP slot module in SFP format - single mode FL SFP LX 2891767 1
SFP slot module in SFP format - single mode long haul FL SFP LX LH 2989912 1
Configuration cable, for connecting the switch to a PC, V.24 (RS-232) PRG CAB MINI DIN 2730611 1
Universal end clamp E/AL-NS 35 1201662 1
Interface module with 2 x twisted pair 10/100 Mbps in RJ45 format for con- FLIF 2TX VS-RJ-F 2832344 1
nection on the front
Interface module with 2 x twisted pair 10/100 Mbps in RJ45 format for FLIF 2TX VS-RJ-D 2832357 1
connection on the bottom
Interface module with 2 x fiberglass (multi-mode) 100 Mbps in SC format for  FL IF 2FX SC-F 2832412 1
connection on the front
Interface module with 2 x fiberglass (multi-mode) 100 Mbps in SC format for ~ FL IF 2FX SC-D 2832425 1
connection on the bottom
Interface module with 2 x fiberglass (multi-mode) 100 Mbps in ST/BFOC FLIF 2FX ST-D 2884033 1
format for connection on the bottom
Interface module with 2 x fiberglass (single mode) 100 Mbps in SC formatfor  FL IF 2FX SM SC-D-F 2832205 1
connection on the front
Interface module with 2 x twisted pair 10/100 Mbps in RJ45 format and FL IF 2PSE-F 2832904 1
Power over Ethernet for connection on the front
Interface module with 2 x polymer fiber 10/100 Mbps in SC-RJ format for con-  FL IF 2POF SCRJ-D 2891084 1
nection on the bottom and optical diagnostics

19.3.2 Accessories
Description Order designation Order No. Pcs. / Pkt.
RJ45 connector with additional latching VS-08-T-G-RJ45/IP20 1652295 5
Gray RJ45 connector set for linear cable FL PLUG RJ45 GR/2 2744856 2
Green RJ45 connector set for crossed cable FL PLUG RJ45 GN/2 2744571 2
Assembly tool for RJ45 connectors FL CRIMPTOOL 2744869 1
Network monitoring with HMI/SCADA systems FL SMNP OPC SERVER 2832166 1
Angled patch connector with eight RJ45 CAT5e network connections FL PF SEC 8TX 2832690 1
including Layer 1 security elements
Angled patch connector with two RJ45 CAT5e network connections FL PF 2TX CAT5E 2891165 1
Angled patch connector with eight RJ45 CAT5e network connections FL PF 8TX CAT5E 2891178 1
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Description (Fortsetzung) Order designation Order No. Pcs. / Pkt.
Angled patch connector with two RJ45 CAT6 network connections FL PF 2TX CAT 6 2891068 1
Angled patch connector with eight RJ45 CAT6 network connections FL PF 8TX CAT 6 2891071 1
Patch cable, CAT6, pre-assembled, 0.3 m long FL CAT6 PATCH 0,3 2891181 10
Patch cable, CAT6, pre-assembled, 0.5 m long FL CAT6 PATCH 0,5 2891288 10
Patch cable, CAT6, pre-assembled, 1.0 m long FL CAT6 PATCH 1,0 2891385 10
Patch cable, CAT6, pre-assembled, 1.5 m long FL CAT6 PATCH 1,5 2891482 10
Patch cable, CAT6, pre-assembled, 2.0 m long FL CAT6 PATCH 2,0 2891589 10
Patch cable, CAT6, pre-assembled, 3.0 m long FL CAT6 PATCH 3,0 2891686 10
Patch cable, CAT6, pre-assembled, 5.0 m long FL CAT6 PATCH 5,0 2891783 10
Patch cable, CAT6, pre-assembled, 7.5 m long FL CAT6 PATCH 7,5 2891880 10
Patch cable, CAT6, pre-assembled, 10 m long FL CAT6 PATCH 10 2891887 10
Patch cable, CAT6, pre-assembled, 12.5 m long FL CAT6 PATCH 12,5 2891369 5
Patch cable, CAT6, pre-assembled, 15 m long FL CAT6 PATCH 15 2891372 5
Patch cable, CAT6, pre-assembled, 20 m long FL CAT6 PATCH 20 2891576 5
Patch cable, CAT5, pre-assembled, 0.3 m long FL CAT5 PATCH 0,3 2832250 10
Patch cable, CAT5, pre-assembled, 0.5 m long FL CAT5 PATCH 0,5 2832263 10
Patch cable, CATS5, pre-assembled, 1.0 m long FL CAT5 PATCH 1,0 2832276 10
Patch cable, CAT5, pre-assembled, 1.5 m long FL CAT5 PATCH 1,5 2832221 10
Patch cable, CAT5, pre-assembled, 2.0 m long FL CAT5 PATCH 2,0 2832289 10
Patch cable, CATS5, pre-assembled, 3.0 m long FL CAT5 PATCH 3,0 2832292 10
Patch cable, CATS5, pre-assembled, 5.0 m long FL CAT5 PATCH 5,0 2832580 10
Patch cable, CAT5, pre-assembled, 7.5 m long FL CAT5 PATCH 7,5 2832616 10
Patch cable, CATS5, pre-assembled, 10.0 m long FL CAT5 PATCH 10 2832629 10
Polymer fiber connectors (two duplex connectors in the set) PSM-SET-SCRJ-DUP/2-POF 2708656 1
Polishing set for polymer fiber connectors (required to assemble polymer VS-SCRJ-POF-POLISH 1656673 1
fiber connectors)

Fiber optic polymer fiber cable for indoor installation PSM-LWL-KDHEAVY 2744319 1
HCS fiber connectors (two duplex connectors in the set) PSM-SET-SCRJ-DUP/2-HCS 2313070 1
Tool kit for HCS connectors (required to assemble PSM-HCS-KONFTOOL/SCRJ 2708876 1
HCS fiber connectors)

Fiber optic HCS cable for indoor installation PSM-LWL-HCS-RUGGED-200/230 2799885 1
Fiber optic HCS cable for outdoor installation PSM-LWL-HCS0-200/230 2799445 1
HCS Gl cable, duplex, 200/230 um, for indoor installation, suitable for usein  FL FOC PN-C-HCS-GI-200/230 2313410 1

drag chains, compliant with PROFINET installation guidelines, sold by the
meter without connectors

HCS Gl cable, duplex, 200/230 um, for indoor installation, suitable for usein  FL FOC PN-C-HCS-GI 2313504 1
drag chains, compliant with PROFINET installation guidelines, cable with pre-
assembled connectors

HOTLINE:

Should problems occur that cannot be resolved with the help of this documentation, please
contact our hotline:

ggp +49-5281-9-462888
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